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Preface 

 

 

Artificial intelligence is changing the legal profession faster than nearly any technology that 

came before it. 

In just a few years, AI has evolved from an experimental curiosity into a practical tool used 

every day by attorneys, paralegals, legal assistants, administrators, marketers, and clients. 

Whether drafting correspondence, summarizing contracts, researching case law, reviewing 

discovery, or organizing internal knowledge, AI is rapidly becoming part of the modern law firm's 

workflow. 

This transformation brings tremendous opportunity. Firms that adopt AI thoughtfully can improve 

efficiency, reduce administrative burden, enhance client service, and allow attorneys to spend 

more time on higher-value legal work. 

But opportunity always introduces responsibility. 

The challenge facing law firms today is no longer deciding whether artificial intelligence should 

be used. In many organizations, that decision has already been made—often informally, 

independently, and without leadership's knowledge. Employees experiment with new AI tools, 

clients expect faster responses, vendors continue introducing AI-powered features, and new 

capabilities appear almost weekly. 

As a result, many firms find themselves asking important questions: 

● Which AI tools are currently being used? 

● What client information may be entering AI systems? 

● Which AI models have been evaluated and approved? 

● Are attorneys receiving consistent guidance? 

● Can the firm demonstrate responsible governance if asked by a client, insurer, regulator, 

or court? 

These questions represent a shift in thinking. 
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For many years, information security focused primarily on protecting where data was stored. 

Artificial intelligence introduces a different challenge: understanding where information may 

travel, how it is processed, and under what conditions it is shared. 

This broader perspective is what we refer to throughout this guide as AI Exposure. 

AI Exposure is not inherently good or bad. Every law firm has some degree of AI Exposure 

simply because AI technologies are becoming embedded in software, search engines, 

productivity platforms, legal research tools, document management systems, and 

communication platforms. The objective is not to eliminate AI Exposure altogether. Instead, it is 

to understand it, govern it responsibly, and demonstrate that appropriate decisions are being 

made. 

Fortunately, effective AI governance does not require building an enormous compliance 

department or creating unnecessary administrative work for attorneys. Successful governance 

programs establish practical policies, define approved technologies and acceptable use, 

educate employees, periodically confirm compliance, and maintain documentation that 

demonstrates responsible oversight over time. 

That is the purpose of this guide. 

Rather than focusing solely on legal theory or technical implementation, this book provides a 

practical framework for building and maintaining an AI governance program appropriate for law 

firms of every size. Whether you are a solo practitioner beginning to explore AI or a growing firm 

responding to client questionnaires and insurance requirements, the principles remain the 

same: understand your AI Exposure, establish governance, document your decisions, and 

continuously improve as technology evolves. 

Artificial intelligence will continue changing the legal profession. Firms cannot control that 

reality. 

They can, however, choose whether they are prepared for it. 

This guide is intended to help you make that choice with confidence. 
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Introduction 

 

 

AI Is Already In Your Firm 

You may not have approved ChatGPT. 

You may not have purchased Microsoft Copilot. 

You may not have adopted a formal artificial intelligence strategy. 

You may not have discussed AI at your last partner meeting. 

You may not even have an AI policy. 

Yet your law firm is almost certainly already using artificial intelligence every day.  

Not because leadership decided to. 

Because artificial intelligence has quietly become embedded in the software your attorneys, 

staff, clients, and vendors already use. 

It drafts emails. 

Summarizes meetings. 

Reviews documents. 

Improves legal research. 

Organizes files. 

Suggests edits. 

Analyzes contracts. 
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Generates presentations. 

Creates summaries. 

Searches internal knowledge. 

Recommends responses. 

Many of these capabilities were not introduced through major technology projects. They arrived 

gradually through software updates, new product features, and cloud services that organizations 

already trusted. What was once considered experimental is now built into everyday business 

applications. 

As a result, artificial intelligence entered many law firms long before firms established policies to 

govern its use. 

That is why this guide exists. 

 

AI Adoption Did Not Wait for Governance 

Historically, new technology followed a predictable path. 

A firm identified a business need, evaluated vendors, selected a solution, planned 

implementation, trained employees, and developed policies governing its use. Technology 

adoption was deliberate, visible, and managed. 

Artificial intelligence has followed a very different path. 

Rather than arriving as a single system that required organizational approval, AI has appeared 

simultaneously across hundreds of existing products and services. Many software vendors now 

include AI-powered capabilities as standard features within platforms firms already use every 

day. 

Email applications suggest responses before users begin typing. 

Video conferencing platforms generate meeting summaries automatically. 

Document management systems classify and organize files using AI. 

Legal research platforms increasingly incorporate generative AI to assist with analysis and 

drafting. 

Marketing platforms create content. 

Search engines answer questions conversationally. 
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Productivity applications recommend edits, summarize documents, and automate repetitive 

tasks. 

Employees may never consciously decide to "use AI." They simply begin using new features 

that appear within familiar software. 

This rapid and often invisible adoption has created a significant governance challenge. 

Many organizations have more AI Exposure than they realize. 

 
 

Understanding AI Exposure 

Throughout this guide, we use the term AI Exposure to describe the many ways artificial 

intelligence interacts with your firm's information, people, workflows, vendors, and business 

processes. 

It is broader than simply asking whether employees use ChatGPT or another AI application. It 

recognizes that artificial intelligence has become embedded throughout modern legal practice, 

often in ways that are not immediately visible. 

Rather than attempting to eliminate AI, the objective is to understand where it exists, establish 

appropriate governance, and make informed decisions about how it should be used. 

Chapter 2 explores this concept in much greater detail because understanding AI Exposure 

becomes the foundation for every governance decision that follows. 

 

Governance Is Not About Saying "No" 

Many organizations initially respond to AI by asking a simple question: 

"Should we allow it?" 

In reality, that is no longer the most useful question. 

Artificial intelligence is already influencing how legal work is performed. The more important 

questions are: 

• Which AI tools and models are appropriate for our firm? 

• Which tasks are appropriate for AI assistance? 

• What information may or may not be entered into AI systems? 
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• How should attorneys review AI-generated work? 

• What expectations should employees follow? 

• How do we demonstrate responsible oversight if a client, insurer, regulator, or court asks? 

These questions shift the conversation away from prohibition and toward governance. 

Good governance enables organizations to benefit from AI while managing its associated risks. 

 

Why This Guide Is Different 

Many books about artificial intelligence focus on the technology itself. 

Others focus exclusively on legal ethics, cybersecurity, or regulatory compliance. 

This guide takes a different approach. 

It is designed specifically for law firms that need practical guidance for governing AI in day-to-

day operations. 

You do not need to become an artificial intelligence expert. 

You do not need to understand machine learning algorithms. 

You do not need to predict how AI will evolve over the next decade. 

What you do need is a practical framework for understanding how artificial intelligence is used 

throughout your firm, establishing appropriate governance, documenting important decisions, 

educating your team, and demonstrating responsible oversight over time.  

That is the purpose of this book. 

 

What You'll Learn 

Over the chapters that follow, you will learn how to: 

• Understand your firm's AI Exposure. 

• Recognize common AI governance risks. 

• Build an effective AI governance program. 

• Develop practical AI policies. 
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• Evaluate and approve AI tools, models, and configurations. 

• Protect confidential client information. 

• Train attorneys and staff. 

• Respond to client AI questionnaires with confidence. 

• Prepare for insurer, regulator, and court inquiries. 

• Maintain governance as technology continues to evolve. 

Whether your firm consists of a single attorney or several hundred professionals, the underlying 

principles remain remarkably similar. 

Responsible AI governance is not about creating unnecessary bureaucracy. 

It is about establishing reasonable expectations, documenting important decisions, maintaining 

accountability, and continuously improving as technology changes. 

Artificial intelligence will continue transforming the legal profession. The firms that thrive will not 

necessarily be those using the most AI. They will be the firms that understand it, govern it 

responsibly, and can demonstrate that governance with confidence. This book provides the 

framework to help you become one of them.  
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CHAPTER 1 

AI Changed Faster Than Law Firms 
 

 

There was no announcement marking the beginning of the artificial intelligence era for law firms. 

No managing partner called an emergency meeting to discuss a revolutionary new technology. 

No technology committee approved a firm-wide implementation plan. No consultant arrived to 

oversee a months-long deployment. For most organizations, there was no defining moment 

when leadership collectively decided that artificial intelligence would become part of the practice 

of law. 

And yet it happened. 

Not through a single decision, but through hundreds of small ones. 

A software update introduced an intelligent writing assistant. A legal research platform added 

conversational search. A document management system became capable of summarizing 

thousands of pages in seconds. Email applications began drafting responses before attorneys 

typed a single word. Video conferencing platforms automatically generated meeting notes. 

Productivity software learned to organize information, identify action items, and recommend 

next steps. 

Each improvement appeared modest when viewed in isolation. Collectively, they represented 

one of the most significant technological transformations the legal profession has ever 

experienced. 

The remarkable aspect of this transformation is not simply the capability of the technology. It is 

the manner in which it arrived. Previous generations of technology demanded attention because 

they required organizations to make deliberate decisions. Artificial intelligence became 

embedded within products that law firms already trusted, allowing adoption to occur gradually 

and, in many cases, almost invisibly. 

As a result, many firms never consciously decided to adopt artificial intelligence. 

They simply discovered that they were already using it. 

That realization often surprises firm leaders. 

Many still associate artificial intelligence with consumer applications or experimental 

technologies that exist outside the boundaries of everyday legal practice. In reality, intelligent 
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capabilities have become woven throughout the modern software ecosystem. Attorneys 

encounter them while conducting legal research, reviewing documents, drafting 

correspondence, organizing files, managing calendars, participating in virtual meetings, and 

communicating with clients. Even professionals who believe they rarely use artificial intelligence 

frequently interact with AI-enabled software dozens of times throughout a normal workday. 

Understanding how artificial intelligence entered the legal profession explains why so many 

organizations are now asking questions that would have seemed unnecessary only a few years 

ago.  

Which artificial intelligence tools are already being used within the firm? 

Which applications process confidential client information? 

Which AI capabilities have been intentionally approved, and which have simply appeared 

through routine software updates? 

Who is responsible for evaluating these technologies as they continue to evolve? 

How can leadership demonstrate that the firm is using artificial intelligence responsibly if a 

client, regulator, insurer, or court asks tomorrow? 

These questions reflect a fundamental shift in how law firms must think about technology.  

For decades, technological change followed a familiar pattern. Organizations recognized an 

emerging innovation, evaluated competing products, established budgets, selected vendors, 

planned implementation, trained employees, and developed policies governing acceptable use. 

The technology itself became the project, and governance developed alongside it. Although 

adoption was rarely effortless, leadership generally understood that meaningful organizational 

change was taking place and had sufficient time to prepare for it. 

Email followed this path. Cloud computing followed this path. Mobile technology, cybersecurity 

initiatives, and electronic document management systems followed similar patterns. Each 

required planning, investment, and thoughtful implementation before becoming integrated into 

daily operations. 

Artificial intelligence fundamentally changed that model. Rather than arriving as a separate 

technology requiring organizations to evaluate, purchase, and implement an entirely new 

system, AI emerged as a capability embedded within software that firms were already using 

every day. The distinction appears subtle, but its implications are profound. Instead of 

evaluating artificial intelligence before adoption, many organizations found themselves 

governing it only after it had already become part of ordinary business operations.  

This reversal fundamentally altered the relationship between innovation and governance. 
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Historically, governance prepared organizations for technological change. Policies were written 

before deployment. Employees received training before new systems became part of their daily 

responsibilities. Expectations were communicated before important decisions depended upon 

unfamiliar technology. 

Artificial intelligence compressed that sequence. 

Innovation accelerated while governance continued moving at its traditional pace. 

The result was not organizational negligence. Nor was it a failure of leadership. It was the 

natural consequence of a technological evolution unlike any that had come before. By the time 

many firms recognized the extent to which intelligent systems had become embedded within 

their operations, attorneys and staff were already relying upon those capabilities to support 

research, communication, document review, scheduling, marketing, and administrative work. 

The central issue is not whether artificial intelligence should exist within legal practice. That 

question has already been answered by software vendors, market competition, client 

expectations, and the rapid pace of technological innovation. The more meaningful question is 

whether organizations have developed a governance framework capable of keeping pace with 

those changes. 

Too often, conversations about artificial intelligence focus exclusively on the technology itself. 

Organizations debate which models perform best, which vendors offer the most advanced 

capabilities, or whether particular applications should be permitted within the workplace. While 

those discussions are certainly important, they address only part of the challenge. 

The larger issue is organizational consistency. 

When expectations are unclear, individuals inevitably establish their own standards. One 

attorney may refuse to use artificial intelligence altogether because of uncertainty surrounding 

confidentiality. Another may embrace every new capability made available through software 

updates. A third may unknowingly process sensitive information through an application that has 

never been evaluated by the firm. None of these professionals are necessarily acting 

irresponsibly. More often, they are attempting to make reasonable decisions without the benefit 

of shared organizational guidance. 

That observation leads to one of the central themes of this book. 

Technology, by itself, rarely creates organizational uncertainty. 

Unclear governance does. 

When governance is absent, every employee effectively operates under a different set of 

assumptions. Decisions that should be consistent across the organization instead become 

matters of individual preference, experience, or comfort level. One attorney may believe AI 

should never be used for client work. Another may view it as an indispensable productivity tool. 
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A third may assume that if a feature appears within trusted software, it has already been 

evaluated and approved by the firm. None of these conclusions are inherently unreasonable. 

The problem is that they cannot all represent the firm's position at the same time. 

That distinction is one of the reasons the phrase AI governance is sometimes misunderstood. 

Governance does not mean prohibiting innovation, nor does it require creating layers of 

bureaucracy that discourage employees from using helpful technology. Effective governance 

provides clarity. It establishes expectations before difficult decisions arise. It defines 

responsibilities, identifies appropriate safeguards, and creates a consistent approach that allows 

innovation to occur within clearly understood boundaries. 

The organizations that ultimately benefit most from artificial intelligence are unlikely to be those 

that adopt every new capability the moment it becomes available. They are also unlikely to be 

the organizations that attempt to prohibit AI entirely. Both approaches tend to create 

unnecessary risk. The firms that succeed will be those that understand where artificial 

intelligence exists, evaluate it thoughtfully, communicate clear expectations, educate their 

people, and periodically revisit those decisions as the technology continues to evolve. 

This is not a new principle. Well-managed organizations have long applied similar approaches 

to cybersecurity, records management, privacy, financial controls, and conflicts of interest. Each 

of those disciplines recognizes that written policies alone are insufficient. Organizations 

establish governance because consistency cannot exist without clearly defined expectations, 

ongoing education, documented decision-making, and periodic review. Artificial intelligence 

deserves the same level of organizational discipline—not because it is uniquely dangerous, but 

because it is becoming increasingly fundamental to the way professional work is performed. 

An important shift occurs when leadership begins viewing artificial intelligence through this 

broader perspective. The conversation moves beyond individual products and toward 

organizational capability. Instead of asking whether ChatGPT, Copilot, Claude, Gemini, Harvey, 

or another platform should be approved, leaders begin asking a more strategic set of questions. 

What types of work are appropriate for AI assistance? Which categories of information require 

additional protection? How should attorneys validate AI-generated content before relying upon 

it? What documentation should the firm maintain to demonstrate responsible oversight? Those 

questions remain relevant even as specific products inevitably change. 

This broader perspective also explains why organizations should avoid treating AI governance 

as a one-time project. Technology will continue advancing long after the first policy is approved. 

New capabilities will appear, vendors will revise their products, regulatory expectations will 

evolve, and clients will continue asking more sophisticated questions about how their outside 

counsel uses artificial intelligence. Governance must therefore become an ongoing business 

function rather than a document that is written once and filed away. 

That realization leads to perhaps the most important conclusion of this chapter. 
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The defining challenge is no longer the technology itself. It is the need to govern a technology 

that evolves continuously while remaining deeply integrated into everyday work. Success will be 

determined less by which AI tools a firm adopts and more by whether leadership establishes a 

governance framework capable of evolving alongside them.  

Artificial intelligence will continue changing the legal profession. New models will become more 

capable, software vendors will continue embedding intelligent features into familiar products, 

and client expectations will continue evolving alongside the technology. Attempting to predict 

every future development is neither practical nor necessary. The real challenge for law firms is 

not forecasting every innovation, but establishing a governance framework capable of 

evaluating new capabilities consistently as they emerge.  

That observation introduces one of the central ideas of this book. For decades, organizations 

measured technological maturity by asking a simple question: Have we adopted the 

technology? Artificial intelligence changes that way of thinking. For most law firms, adoption has 

already occurred through the software they use every day. The more important question is no 

longer whether AI has been adopted, but whether governance has matured alongside it. 

Organizations that focus only on technology eventually fall behind. Organizations that mature 

their governance alongside technological change are far better prepared to manage whatever 

comes next.  

Policies that once could be reviewed annually suddenly required more frequent attention. 

Software capabilities changed between review cycles. Employees discovered new features 

before firms had an opportunity to evaluate them. Clients began asking questions that few 

organizations had previously considered. 

The result was a widening gap between technological capability and organizational 

preparedness. Throughout this book, we refer to this as The Governance Gap—the distance 

between what artificial intelligence is capable of doing and what an organization's leadership is 

prepared to govern.  

The Governance Gap exists whenever artificial intelligence evolves more quickly than an 

organization's ability to establish policies, educate employees, document decisions, and provide 

consistent oversight. It is not measured by the number of AI tools a firm uses or the 

sophistication of its technology. Instead, it reflects the distance between what technology is 

capable of doing and what leadership is prepared to govern. 

Every law firm exists somewhere along this continuum, regardless of its size, practice area, or 

current level of AI adoption.  

Some firms have only recently begun discussing artificial intelligence. Others have adopted 

sophisticated AI-enabled platforms but are still developing governance processes. Even 

organizations with mature technology programs continue adjusting their governance as new 

capabilities emerge. The objective is not to eliminate the Governance Gap entirely—that would 
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be unrealistic given the pace of innovation. The objective is to recognize when the gap begins to 

widen and establish processes that continuously narrow it over time. 

Viewing AI through this governance lens fundamentally changes the conversation.  

Instead of asking, "Which AI product should we buy?" leadership begins asking, "How will we 

evaluate new AI capabilities as they appear?" Rather than debating whether employees should 

use artificial intelligence at all, firms begin defining appropriate use cases, establishing review 

expectations, documenting approved technologies, and creating procedures that can evolve as 

the technology itself evolves. Governance becomes less about controlling software and more 

about creating an organizational framework for making sound decisions. 

Good governance does not inhibit innovation. In many respects, it accelerates it. When 

expectations are clearly defined, employees are more confident adopting new technologies 

because uncertainty has been replaced by guidance. Leadership has established decision-

making processes, employees understand which tools are approved, and clients receive 

consistent answers when governance questions arise. Rather than slowing innovation, 

governance provides the confidence to adopt new technology responsibly.  

Consider two firms evaluating the same AI-assisted legal research platform. 

The first has never discussed artificial intelligence formally. Individual attorneys are 

experimenting independently, some enthusiastically embracing new capabilities while others 

avoid them altogether because they remain uncertain about confidentiality, reliability, or 

professional responsibility. Questions are answered inconsistently because no shared 

expectations exist. Every new capability generates another round of uncertainty. 

The second firm approaches the same technology differently. Leadership has established a 

governance process before evaluating the product. Appropriate use cases have been identified. 

Expectations regarding attorney review have been documented. Employees understand which 

matters are appropriate for AI assistance, what information requires additional protection, and 

when human judgment must remain the final authority. The technology itself is identical, yet the 

organizational experience is fundamentally different because governance provides consistency 

where uncertainty previously existed. 

Increasingly, that consistency is becoming a competitive advantage.  

Increasingly, clients are not simply asking whether their outside counsel uses artificial 

intelligence. They are asking how it is governed. Corporate legal departments, insurance 

carriers, regulators, and sophisticated clients are beginning to recognize that responsible AI use 

depends less upon the specific software selected and more upon the organizational discipline 

surrounding its use. Firms that can clearly explain their governance approach inspire greater 

confidence than firms that rely solely upon informal practices or individual judgment. 

In many respects, this mirrors the evolution of cybersecurity. Years ago, organizations often 

viewed cybersecurity as a technical issue managed exclusively by information technology 
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departments. Today, cybersecurity is widely recognized as an organizational responsibility 

involving leadership, employee education, documented policies, vendor management, incident 

response, and continuous improvement. Artificial intelligence is following a remarkably similar 

path. The technology may be new, but the principles of good governance are familiar. 

Ultimately, the firms that will thrive in the age of artificial intelligence will not necessarily be 

those with the most advanced technology. They will be the firms that consistently combine 

innovation with sound judgment, clear expectations, and responsible leadership. Technology 

may provide new capabilities, but governance determines whether those capabilities strengthen 

the organization or create unnecessary uncertainty. 

This chapter began by observing that artificial intelligence entered the legal profession quietly. It 

concludes with a different observation. The quiet arrival of AI does not require a dramatic 

response. It requires a thoughtful one. Organizations do not need to fear artificial intelligence, 

nor do they need to embrace every new capability without question. They need a framework for 

making informed decisions as the technology continues to evolve. 

That framework begins by understanding one of the most important concepts in modern AI 

governance. 

Not the technology itself. 

But your firm's AI Exposure. 

The next chapter introduces the concept of AI Exposure—a broader way of understanding how 

information, workflows, employees, vendors, and intelligent systems interact throughout a law 

firm. Once organizations begin viewing artificial intelligence through the lens of exposure rather 

than simply software selection, governance becomes more practical, more comprehensive, and 

significantly more effective. 

Key Takeaways 

Artificial intelligence did not transform the legal profession through a single breakthrough or a 

carefully managed implementation. It became part of everyday practice through hundreds of 

incremental improvements embedded within software that attorneys and staff were already 

using. As a result, many organizations adopted AI capabilities long before they considered how 

those capabilities should be governed. 

The challenge facing law firms today is therefore not simply technological. It is organizational. 

Success depends less on selecting the "right" AI product than on establishing a governance 

framework capable of evaluating, documenting, communicating, and continuously reviewing 

how intelligent technologies are used throughout the firm. 

The Governance Gap provides a useful way of understanding this challenge. Whenever 

technology advances more quickly than an organization's policies, education, oversight, or 
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documentation, the gap widens. Responsible leadership is not about eliminating innovation. It is 

about ensuring that governance evolves alongside it. 

Ultimately, artificial intelligence should not be viewed as a threat to the legal profession, nor as a 

shortcut that replaces professional judgment. It is another tool—albeit a remarkably powerful 

one—that requires thoughtful leadership, clear expectations, and consistent oversight. Firms 

that approach AI in this manner will be better positioned to benefit from its capabilities while 

protecting the trust that remains the foundation of every attorney-client relationship. 

 

Questions for Your Firm 

As you reflect on this chapter, consider the following questions with your partners, firm 

administrators, or leadership team: 

• If a client asked today how your firm governs artificial intelligence, could you provide a clear 

and confident answer? 

• Where is artificial intelligence already influencing work within your firm, whether intentionally or 

through software that employees use every day? 

• Have responsibilities for AI governance been clearly assigned, or is leadership assuming 

someone else is addressing the issue? 

• Do attorneys and staff share a common understanding of when AI may be used, when 

additional review is required, and what information should never be processed through certain 

systems? 

• If your firm adopted a new AI-enabled application tomorrow, what process would be followed 

before employees began relying upon it? 

The answers to these questions are often more revealing than the technology itself. They help 

identify where governance is already strong and where additional attention may be needed. 

 

Action Checklist 

□ Identify the AI-enabled applications currently used throughout the firm. 

□ Determine whether those applications have been intentionally evaluated or have simply 

become part of everyday operations through routine software updates. 

□ Assign responsibility for AI governance to an individual or leadership team. 
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□ Begin documenting approved AI technologies, acceptable use expectations, and review 

responsibilities. 

□ Schedule an initial discussion with firm leadership to evaluate your organization's current 

Governance Gap. 

□ Continue to Chapter 2 to develop a deeper understanding of your firm's AI Exposure and why 

governance begins with visibility. 
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CHAPTER 2 

Understanding AI Exposure 

 

 

One of the greatest obstacles to effective AI governance is that many organizations begin by 

asking the wrong question. 

"Do we use artificial intelligence?" 

At first glance, it seems like a reasonable place to start. The answer appears straightforward. 

Leadership thinks about whether the firm has approved ChatGPT, purchased Microsoft Copilot, 

subscribed to an AI-powered legal research platform, or invested in any other well-known 

artificial intelligence product. If the answer is no, it is tempting to conclude that AI is not yet a 

significant concern. 

Unfortunately, that conclusion is often incorrect. 

Artificial intelligence has become so deeply integrated into modern software that the question is 

no longer whether a law firm uses AI. The more meaningful question is where artificial 

intelligence exists within the organization and how it interacts with the firm's people, information, 

and business processes. 

That distinction forms the foundation of effective AI governance. 

Throughout this book, we refer to this broader perspective as AI Exposure. 

AI Exposure is the totality of ways in which artificial intelligence interacts with a law firm's 

information, employees, vendors, workflows, clients, and business operations. It includes not 

only the AI systems that leadership intentionally approves, but also the intelligent capabilities 

embedded within existing software, the applications employees choose independently, and the 

AI-powered services operated by third-party vendors. 

This broader definition is important because organizations rarely experience AI governance 

challenges through a single application. Instead, those challenges emerge through the 

accumulation of dozens of small interactions occurring across people, software, information, 

vendors, and business processes.  

A document may be summarized using one platform before being shared through another. 

Research may begin inside a legal research system before portions are copied into an AI writing 

assistant for organization or editing. Meeting notes generated automatically by a collaboration 
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platform may later be incorporated into a client memorandum. Individually, each step appears 

routine. Together, they form a chain of AI interactions that few organizations have intentionally 

documented or evaluated. 

This is AI Exposure. It is not a product, a subscription, or a single decision. It is the collective 

footprint of artificial intelligence throughout the organization—the sum of every meaningful 

interaction between AI, people, information, vendors, and business processes.  

Once leadership begins thinking about AI in these terms, the conversation changes 

dramatically. Instead of focusing exclusively on individual software products, attention shifts 

toward understanding how information moves, where intelligent systems participate in legal 

work, and what governance should exist at each point along that journey. 

The FrostKey AI Exposure Spectrum™ provides a practical way to visualize how AI Exposure 

expands as artificial intelligence becomes more deeply embedded within an organization's 

people, information, workflows, vendors, and business operations. Rather than viewing AI as a 

simple yes-or-no question, the spectrum illustrates the progression from individual AI use to 

organization-wide AI dependency. 

 

 

Figure 2.1. The FrostKey AI Exposure Spectrum™  
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As Figure 2.1 illustrates, the spectrum should not be interpreted as a measure of whether AI use 

is "good" or "bad."  Organizations can operate responsibly at every level of AI Exposure 

provided governance evolves alongside increasing dependence on artificial intelligence. As 

firms move from individual experimentation toward enterprise-wide AI integration, the need for 

documented policies, oversight, education, vendor management, and ongoing governance 

increases accordingly.  

Consider a simple example. 

An attorney receives a lengthy contract from a client and opens it in an AI-enabled PDF 

application that automatically generates a summary. The attorney reviews the summary before 

conducting additional research using an AI-assisted legal research platform. Key findings are 

incorporated into a draft memorandum prepared within Microsoft Word, where writing 

suggestions are generated by another intelligent assistant. The memorandum is discussed 

during a virtual meeting that automatically produces meeting notes before the final document is 

shared with the client through the firm's document management system. 

At no point did the attorney intentionally decide to "use artificial intelligence." 

Instead, AI quietly assisted at multiple stages throughout the workflow. 

Each individual interaction may be entirely appropriate. 

The question for leadership is whether those interactions have been understood, evaluated, and 

governed. 

This is why AI Exposure differs from a traditional technology inventory. Historically, firms 

maintained inventories to answer a straightforward operational question: What technology do 

we own? AI governance asks a different question: How does information interact with intelligent 

systems throughout the organization? Ownership still matters, but governance depends far 

more on understanding those interactions than simply maintaining a list of software assets.  

A firm may own very few AI-specific products while simultaneously experiencing significant AI 

Exposure through applications already embedded within its existing technology environment. 

Conversely, another organization may intentionally adopt several sophisticated AI platforms 

while maintaining relatively low risk because governance, employee education, and oversight 

have been thoughtfully established. 

AI Exposure should never be confused with risk. Every modern law firm has some degree of AI 

Exposure, and that reality is neither surprising nor inherently problematic. Artificial intelligence is 

rapidly becoming part of the infrastructure supporting professional work, much as email, cloud 

computing, and internet connectivity became standard business utilities. The objective is not to 

eliminate AI Exposure. The objective is to understand it well enough to govern it responsibly.  

Understanding AI Exposure is the foundation of effective governance. Only organizations that 

understand where artificial intelligence exists, how information interacts with it, and which 
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business processes it influences can make informed decisions about governance, employee 

education, vendor oversight, confidentiality, and documentation. As with cybersecurity, financial 

risk, and regulatory compliance, responsible management always begins with visibility.  

For many firms, recognizing the breadth of their AI Exposure becomes an important turning 

point. Leadership often discovers that conversations previously focused on one or two well-

known AI applications overlooked dozens of intelligent capabilities already influencing daily 

operations. Once those interactions become visible, governance evolves from reacting to 

individual products toward managing an organizational capability. 

Visibility is the first responsibility of governance. Organizations cannot govern what they do not 

understand, and they cannot understand what they have never attempted to identify. 

 

 

KEY PRINCIPLE 

Visibility comes before control. A firm cannot govern AI it does not understand. 

 

 

That is why every successful AI governance program begins with the same objective: 

Understand your firm's AI Exposure before attempting to manage it. 

Understanding AI Exposure also requires expanding the way organizations think about 

information itself. Traditionally, firms have focused on where information is stored. Documents 

reside within document management systems, email remains in mailboxes, contracts are 

maintained in client files, and financial information is secured within accounting applications. 

Information governance has historically emphasized storage, retention, access controls, and 

protection. 

Artificial intelligence introduces a different perspective. 

The more important question is no longer limited to where information resides. It is also 

necessary to understand where information travels, how it is processed, who interacts with it, 

and under what circumstances intelligent systems become involved. Information that never 

leaves the firm's environment presents a different governance challenge than information 

processed through third-party AI services. Likewise, information summarized within an 

enterprise platform operating under contractual security commitments may present very 

different considerations than information submitted to publicly available consumer applications. 

Understanding these distinctions is the essence of AI Exposure. 

It is not enough to know that artificial intelligence exists within the organization. Leadership must 

understand the context in which it is being used, the sensitivity of the information involved, the 
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safeguards surrounding its use, and whether those safeguards align with the firm's professional 

responsibilities. 

This broader perspective also explains why organizations should resist the temptation to create 

simple lists of "approved" and "unapproved" AI tools and consider their governance work 

complete. While maintaining an approved technology registry is an important component of 

governance, software lists alone rarely provide meaningful insight into how artificial intelligence 

influences daily operations. 

Imagine two firms that have approved the exact same AI-assisted legal research platform. 

The first firm has documented appropriate use cases, established attorney review requirements, 

trained employees, evaluated confidentiality considerations, and periodically reviews vendor 

updates to ensure governance remains current. Attorneys understand not only which platform 

has been approved, but also why it was approved and how it should be used responsibly. 

The second firm simply announces that the product has been approved. 

No additional guidance is provided. Attorneys make individual decisions regarding when to rely 

upon AI-generated summaries, what information may be entered into the system, and how 

results should be verified before they influence legal advice. Although both organizations use 

the same technology, their AI Exposure differs significantly because the surrounding 

governance is fundamentally different. 

Exposure is shaped as much by organizational behavior as by software itself. 

That realization often surprises leadership. 

Many executives initially assume AI governance is primarily a technology initiative. In reality, 

technology represents only one component of a much broader governance ecosystem. Policies 

establish expectations. Education creates understanding. Documentation demonstrates 

accountability. Leadership provides oversight. Periodic review ensures governance evolves 

alongside technology. Each element contributes to reducing uncertainty and strengthening 

organizational consistency. 

Technology enables governance, but it can never replace it. Effective governance depends 

upon leadership, clearly defined expectations, employee education, documented decision-

making, and ongoing oversight. Technology supports those efforts, but people remain 

responsible for exercising professional judgment.  

Another common misconception is that AI Exposure exists only when employees intentionally 

use artificial intelligence. In practice, exposure frequently occurs without conscious awareness. 

Modern software increasingly incorporates intelligent capabilities behind the scenes. Search 

functions prioritize results using machine learning. Email systems identify phishing attempts 

through artificial intelligence. Productivity platforms recommend edits, organize calendars, 
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classify documents, and automate repetitive tasks without requiring users to think about the 

underlying technology. 

These capabilities generally improve efficiency and may present little practical concern when 

properly governed. Nevertheless, they demonstrate why AI Exposure extends beyond visible AI 

applications. Organizations must understand not only the tools employees intentionally select, 

but also the intelligent capabilities already embedded within their existing technology 

environment. 

AI governance cannot be treated as a one-time project because AI Exposure changes 

continuously. Software evolves, vendors release new capabilities, employees discover features 

they did not previously use, clients introduce new expectations, and professional guidance 

continues to develop. Governance must evolve alongside those changes if it is to remain 

effective.  

Technology that required careful evaluation last year may operate very differently today. 

Likewise, capabilities considered experimental only months ago may now be standard features 

within products used every day throughout the legal profession. 

Effective governance recognizes that AI Exposure is dynamic rather than static. 

Organizations should therefore view AI Exposure less as an inventory exercise and more as an 

ongoing process of visibility. The objective is not simply to identify every AI capability currently 

in use, but to establish a governance process capable of recognizing meaningful changes as 

technology continues to evolve. Visibility allows leadership to evaluate new capabilities before 

they create uncertainty, update expectations when necessary, and maintain documentation 

demonstrating that AI governance remains an active organizational responsibility rather than a 

forgotten policy. 

This shift in perspective marks an important milestone in a firm's governance maturity. 

Organizations stop asking whether they use artificial intelligence and begin asking where 

AI exists, how it influences work, what information it touches, and whether appropriate 

governance exists at every meaningful point of interaction. That is the conversation every 

modern law firm should be having. 

The concept of AI Exposure also helps explain why governance should be viewed as an 

ongoing management responsibility rather than a one-time compliance exercise. It is tempting to 

believe that once an AI policy has been approved and a list of authorized tools has been 

published, the work is largely complete. In reality, those activities represent only the beginning 

of an effective governance program. Policies become outdated, software evolves, employees 

change roles, vendors introduce new capabilities, and client expectations continue to mature. 

Governance that remains static quickly loses its effectiveness because the environment it was 

designed to govern never stops changing. 

For this reason, mature organizations treat AI governance as a continuous process rather than 

a finished project. Leadership periodically reviews approved technologies, revisits acceptable 
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use standards, updates employee guidance, evaluates vendor changes, and documents 

significant governance decisions as they occur. The objective is not to create unnecessary 

administrative work, but to ensure that organizational oversight evolves at approximately the 

same pace as the technology itself. 

This approach also changes how firms should think about documentation. 

Many organizations assume documentation exists primarily to satisfy an auditor, regulator, or 

client questionnaire. While documentation certainly serves those purposes, its greatest value 

lies elsewhere. Documentation creates organizational consistency. It captures why decisions 

were made, who approved them, what expectations were established, and when those 

decisions should be reviewed again. Without documentation, governance gradually becomes 

dependent upon institutional memory, making consistency increasingly difficult as personnel, 

technologies, and business priorities change. 

Viewed this way, AI governance resembles many other management disciplines. Financial 

controls are documented not because organizations expect fraud to occur, but because 

consistency strengthens accountability. Cybersecurity policies exist not because every 

employee intends to create security incidents, but because clear expectations reduce 

uncertainty and improve decision-making. Human resources policies establish consistency 

across hiring, training, and performance management. AI governance follows the same 

principle. Documentation provides continuity, clarity, and evidence that leadership is exercising 

thoughtful oversight over an area that continues to evolve rapidly. 

Another benefit of understanding AI Exposure is that it encourages organizations to prioritize 

their efforts intelligently. Not every AI interaction carries the same level of significance. An AI 

assistant that suggests grammar improvements within an internal document presents a different 

governance consideration than a platform processing confidential client information or assisting 

with legal analysis. Likewise, an enterprise application operating within a contractual 

relationship differs substantially from an unapproved consumer application that employees may 

have discovered independently. 

Recognizing these differences allows organizations to focus their attention where it matters 

most. Governance becomes risk-informed rather than fear-driven. Leadership can devote 

greater attention to activities involving confidential information, legal judgment, regulatory 

obligations, or client-facing work while applying proportionate oversight to lower-risk 

applications. This balanced approach supports innovation without sacrificing professional 

responsibility. 

It is equally important to recognize that AI Exposure extends beyond technology alone. Every 

organization has a human dimension that influences governance success. Employees bring 

different levels of technical experience, varying degrees of confidence in AI systems, and 

differing assumptions regarding acceptable use. Some individuals readily embrace new 

capabilities, while others remain cautious until expectations become clear. Effective governance 

acknowledges these differences by emphasizing education alongside policy. People are far 
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more likely to make sound decisions when they understand not only what the rules are, but also 

why those rules exist. 

This emphasis on education reflects a broader philosophy that runs throughout this book. 

Responsible AI governance should never depend upon employees memorizing complex 

technical requirements. Instead, it should provide practical guidance that enables professionals 

to make good decisions during the normal course of their work. Governance succeeds when 

responsible behavior becomes part of everyday operations rather than an exception requiring 

constant supervision. 

Ultimately, AI Exposure is best understood as a lens through which leadership views the 

organization. It encourages firms to move beyond software inventories and begin understanding 

the complete relationship between people, information, intelligent systems, vendors, and 

professional responsibilities. Once that broader perspective is established, governance 

decisions become more thoughtful, documentation becomes more meaningful, and leadership 

gains greater confidence that innovation is occurring within a framework that reflects the firm's 

values. 

Understanding AI Exposure is not the conclusion of the governance process—it is the 

beginning. Once organizations understand where artificial intelligence exists and how it 

influences their operations, they can begin addressing one of the most significant governance 

challenges facing modern law firms.  

The next chapter explores one of the most significant governance challenges facing modern law 

firms: Shadow AI. Although Shadow AI is often described as a technology problem, it is more 

accurately a visibility problem. As you will see, effective governance begins not with prohibition, 

but with visibility.  

Key Takeaways 

AI Exposure is broader than the use of individual AI applications. It encompasses every 

meaningful interaction between artificial intelligence, firm information, employees, vendors, 

workflows, and client services. 

Understanding AI Exposure requires organizations to think beyond technology inventories and 

begin examining how information moves through intelligent systems during the normal course of 

business. 

Every law firm has some degree of AI Exposure. The objective is not to eliminate that exposure, 

but to understand it, govern it responsibly, and continuously reassess it as technology evolves. 

Organizations with the strongest AI governance programs focus on visibility before control. They 

seek to understand where AI exists, how it is used, and what governance is appropriate before 

introducing additional policies or restrictions. 
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Questions for Your Firm 

● Could your firm identify every significant point where artificial intelligence currently 

interacts with client information? 

● Have you evaluated both intentionally adopted AI platforms and intelligent capabilities 

embedded within existing software? 

● Which areas of your firm experience the greatest AI Exposure, and are those areas 

receiving appropriate governance attention? 

● Do employees understand how AI Exposure differs from simply using an AI application? 

● How will your organization identify new sources of AI Exposure as technology continues 

to evolve? 

 

Action Checklist 

□ Identify AI-enabled software currently used throughout the firm. 

□ Document where AI interacts with confidential or sensitive information. 

□ Evaluate third-party vendors that incorporate AI into their products or services. 

□ Establish a recurring review process for AI Exposure. 

□ Prepare to evaluate unauthorized and unapproved AI usage discussed in Chapter 3: Shadow 

AI. 
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CHAPTER 3 

Shadow AI Is Already Here 

 

 

Many organizations assume they will recognize artificial intelligence when they see it. 

In practice, the opposite is often true. 

The greatest AI governance challenges rarely begin with a deliberate decision by leadership to 

adopt an unapproved technology. They begin quietly, through well-intentioned employees who 

are simply trying to work more efficiently. An attorney discovers a new research assistant 

recommended by a colleague. A paralegal uses a free online tool to summarize lengthy 

documents before preparing a case chronology. An administrative assistant experiments with an 

AI-powered meeting assistant that promises to eliminate manual note-taking. A marketing 

employee generates ideas for a client newsletter using an online writing platform. 

None of these individuals believe they are creating organizational risk. 

Most would likely describe themselves as resourceful employees looking for ways to save time, 

improve quality, or reduce repetitive work. From their perspective, they are solving problems, 

not creating them. 

This is where Shadow AI begins. 

Shadow AI refers to the use of artificial intelligence that occurs outside an organization's 

established governance processes. It includes applications that have never been evaluated by 

leadership, AI features embedded within software that employees begin using without formal 

guidance, personal AI accounts used for business purposes, browser extensions, meeting 

assistants, mobile applications, and countless other intelligent services that operate beyond the 

visibility of the firm's governance program. 

The defining characteristic of Shadow AI is not that it is malicious, but that it is largely invisible.  

For decades, organizations have dealt with similar challenges under different names. 

Employees installed unauthorized software before information technology departments 

approved it. Teams created cloud storage accounts to collaborate more easily. Messaging 

applications appeared because they were more convenient than official communication 

platforms. Collectively, these activities became known as "Shadow IT" because they existed 

outside established organizational oversight. 
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Artificial intelligence represents the next evolution of that phenomenon. 

Unlike traditional Shadow IT, however, Shadow AI directly influences knowledge work. It does 

not simply provide another way to store files or exchange messages. It participates in drafting, 

analysis, summarization, research, communication, and decision support. As a result, the 

governance implications extend far beyond technology management. Shadow AI has the 

potential to influence how legal work itself is performed. 

That reality explains why many firms underestimate the significance of unauthorized AI use. 

Leadership often imagines Shadow AI as employees secretly installing sophisticated software 

without permission. In reality, the behavior is usually far more ordinary. An attorney pastes a 

section of a brief into a consumer AI application to improve readability. A legal assistant asks an 

online chatbot to draft a client email. A practice group experiments with an AI meeting assistant 

before anyone has evaluated how meeting recordings are stored or processed. These actions 

rarely originate from bad intentions. They arise because intelligent tools have become 

remarkably accessible and remarkably useful. 

Convenience has always been one of technology's greatest strengths. 

It can also become one of governance's greatest challenges. 

When employees discover tools that save time or reduce frustration, they naturally incorporate 

those tools into their workflows. If governance has not kept pace with innovation, individual 

professionals begin making their own decisions about what is appropriate. Over time, those 

individual decisions create inconsistent practices across the organization. One attorney may rely 

heavily on AI while another avoids it entirely. One department may have established informal 

standards while another has none. Leadership often remains unaware of these differences until 

a client questionnaire, vendor assessment, security review, or internal discussion brings them to 

light. 

 

 

PRACTICAL INSIGHT 

Shadow AI is a visibility problem before it becomes a technology problem. 

 

 

Organizations cannot govern activities they cannot see. 

Nor can they educate employees about expectations that have never been communicated. 

Understanding this distinction requires looking beyond individual AI tools and examining the gap 

between what leadership believes is happening and what is actually occurring throughout the 

organization. Most firms maintain approved technologies, documented policies, and employee 

training. At the same time, AI capabilities continue to expand through embedded software 
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features, browser assistants, personal AI accounts, meeting tools, and third-party applications 

that may never enter formal governance discussions. The Shadow AI Visibility Gap™ illustrates 

why visibility is the foundation of effective AI governance. 

 

 

Figure 3.1. The Shadow AI Visibility Gap™ 

 

As Figure 3.1 illustrates, Shadow AI rarely develops because employees intend to bypass 

organizational policies. More often, it emerges because artificial intelligence has become deeply 

embedded in everyday workflows in ways that leadership cannot easily observe. Closing this 

visibility gap is the first step toward responsible AI governance.  

The objective should not be to eliminate curiosity or discourage responsible experimentation. 

Innovation has always depended upon individuals willing to explore better ways of working. The 

challenge for leadership is creating an environment where employees feel comfortable 

discussing new AI capabilities rather than experimenting in isolation. 

Organizations that respond to Shadow AI solely through prohibition often achieve the opposite 

of what they intend. Employees who believe every new AI tool will be rejected may simply stop 

discussing their experimentation altogether. Visibility decreases, governance weakens, and 
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leadership loses valuable opportunities to understand how artificial intelligence is actually being 

used throughout the firm. 

Effective governance follows a different philosophy. It begins with conversation rather than 

enforcement. Employees should understand that leadership expects intelligent technologies to 

continue evolving and recognizes that many of those technologies offer legitimate business 

value. At the same time, they should also understand that powerful tools require thoughtful 

evaluation before becoming part of the firm's standard operating practices. That balance 

encourages transparency while reinforcing the importance of organizational oversight. 

In many respects, Shadow AI is less about unauthorized software than organizational culture. 

When employees trust that leadership will evaluate new technologies fairly and communicate 

expectations clearly, they are far more likely to ask questions before adopting unfamiliar tools. 

Conversely, organizations that provide little guidance often leave employees to navigate 

complex technological decisions independently. Over time, those independent decisions create 

inconsistent governance, uneven risk management, and uncertainty regarding the firm's actual 

AI practices. 

Understanding Shadow AI therefore requires looking beyond the software itself. 

It requires understanding why intelligent tools spread so quickly, why employees adopt them 

without hesitation, and how organizations can create governance processes that encourage 

both innovation and accountability. 

One of the most important misconceptions surrounding Shadow AI is the belief that it can be 

solved simply by identifying a list of prohibited applications. While restricting certain tools may 

be appropriate in specific circumstances, governance built entirely around prohibition rarely 

addresses the underlying issue. Employees are not searching for unauthorized technology 

because they want to circumvent policy. They are searching for solutions that help them 

accomplish their work more effectively. 

Consider an attorney preparing for a hearing with several hundred pages of deposition 

testimony to review before the next morning. Faced with limited time, the attorney discovers an 

online AI tool capable of summarizing lengthy documents in minutes. The motivation is 

understandable. The attorney is attempting to work more efficiently while delivering quality 

representation to the client. The governance concern does not arise because the attorney 

wanted to violate policy. It arises because the organization never established clear guidance 

regarding which tools were appropriate, what information could be processed, or whether an 

approved alternative already existed. 

This distinction is critical because it influences how leadership responds. 

Organizations that assume Shadow AI results from employee misconduct often respond with 

restrictive policies, technical controls, and disciplinary language. Organizations that recognize 

Shadow AI as a governance challenge respond differently. They focus first on understanding 
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why employees sought outside tools, whether legitimate business needs remain unmet, and 

how approved technologies or revised processes might better support those needs. The 

objective shifts from controlling employee behavior to improving organizational decision-making. 

That philosophy recognizes an important reality about technological change. Employees are 

often the first people to discover practical applications for emerging technologies because they 

work closest to the daily operational challenges those technologies are designed to solve. 

Attorneys recognize repetitive drafting tasks. Paralegals identify opportunities to accelerate 

document review. Administrative professionals see inefficiencies in scheduling, 

correspondence, and file organization. These observations represent valuable organizational 

knowledge. Governance should encourage those conversations rather than discourage them. 

Effective AI governance therefore depends upon creating channels through which employees 

can safely introduce new ideas. A firm might establish a simple evaluation process allowing 

attorneys or staff to recommend AI tools for review. Leadership can then assess confidentiality 

considerations, vendor security, contractual protections, acceptable use cases, and 

implementation requirements before making an informed decision. Employees gain confidence 

that innovation is welcomed, while leadership retains responsibility for organizational oversight. 

This approach transforms Shadow AI from an adversarial issue into a collaborative one. 

Instead of asking, "How do we stop employees from using AI?" organizations begin asking, 

"How do we ensure employees have access to appropriate AI tools while maintaining 

responsible governance?" Although the difference appears subtle, it fundamentally changes the 

culture surrounding technology adoption. Employees become partners in governance rather 

than obstacles to it. 

Visibility remains the foundation of that partnership. 

Organizations should understand not only which AI applications have been formally approved, 

but also which capabilities employees find most valuable. Anonymous surveys, periodic 

interviews, technology assessments, and routine discussions with practice groups often reveal 

valuable insights into how artificial intelligence is already influencing work throughout the firm. 

These conversations frequently identify productivity opportunities, unmet business needs, and 

governance gaps that would otherwise remain invisible. 

It is equally important to recognize that Shadow AI is not limited to attorneys. Administrative 

staff, marketing professionals, human resources personnel, finance teams, and operations 

managers increasingly encounter intelligent capabilities within the software they use every day. 

Governance programs focused exclusively on legal work risk overlooking significant sources of 

AI Exposure elsewhere within the organization. A comprehensive governance program 

therefore considers every department that interacts with firm information, regardless of whether 

those employees provide legal services directly. 

Leadership should also resist viewing Shadow AI as a problem that can be solved once and 

forgotten. New AI capabilities appear continuously. Software vendors release intelligent features 
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through routine updates, browser extensions introduce additional functionality, and employees 

encounter new applications through professional networks, conferences, social media, and 

everyday internet use. Governance must therefore become an ongoing process of 

communication, evaluation, and education rather than a single initiative completed during 

implementation. 

This perspective leads to an important conclusion. Organizations do not eliminate Shadow AI by 

attempting to discover every unauthorized application. They reduce it by creating an 

environment where unauthorized applications become less necessary. When employees 

understand organizational expectations, know which tools have been approved, trust leadership 

to evaluate new technologies fairly, and believe legitimate business needs will be addressed, 

the incentive to seek solutions outside established governance naturally declines.  

Ultimately, Shadow AI is not evidence that employees cannot be trusted. 

More often, it is evidence that intelligent technology has become valuable enough that people 

will find ways to use it unless organizations provide thoughtful alternatives. Effective governance 

recognizes that reality and responds not with fear, but with leadership. It acknowledges that 

innovation will continue, that employees will continue discovering new capabilities, and that the 

responsibility of leadership is not to prevent change but to ensure that change occurs within a 

framework that reflects the firm's professional obligations and long-term objectives. 

That understanding prepares us for the next stage of AI governance. 

Once organizations recognize where artificial intelligence exists and how Shadow AI develops, 

the next question becomes inevitable: 

What does a well-designed AI governance program actually look like? 

That question is the focus of the next chapter, where we examine the important distinction 

between governance and compliance, and why confusing the two often leads organizations to 

invest significant effort without achieving meaningful oversight. 

Key Takeaways 

Shadow AI is rarely the result of malicious intent. More often, it emerges because employees 

discover technologies that help them work more efficiently before the organization has 

established clear governance surrounding their use. Understanding this distinction allows 

leadership to respond with education and oversight rather than fear and prohibition. 

Shadow AI should be viewed primarily as a visibility challenge. Organizations cannot govern 

technology they do not know exists, nor can they establish consistent expectations without 

understanding how artificial intelligence is already being used throughout the firm. Visibility 

therefore becomes the foundation of effective governance. 
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Successful organizations recognize that innovation and governance are not opposing forces. 

Employees should be encouraged to identify technologies that improve productivity while 

leadership maintains responsibility for evaluating those technologies, establishing acceptable 

use standards, and documenting governance decisions. When communication remains open, 

organizations are far more likely to identify emerging technologies before they become 

governance concerns. 

Finally, Shadow AI reminds us that governance is fundamentally about people rather than 

software. Technology will continue evolving, but leadership, education, communication, and 

organizational culture ultimately determine whether innovation strengthens the firm or 

introduces unnecessary uncertainty. 

 

Questions for Your Firm 

● Could your firm identify the AI applications employees are using today, including tools 

that have never been formally approved? 

● Do attorneys and staff know where to request approval for a new AI tool before 

incorporating it into their work? 

● Have you provided approved alternatives that satisfy the legitimate productivity needs 

driving employees toward consumer AI applications? 

● Does your organization encourage open discussion about emerging AI technologies, or 

are employees more likely to experiment privately? 

● If a client asked how your firm manages unauthorized AI usage, could you confidently 

explain your governance process? 

 

Action Checklist 

□ Discuss Shadow AI with attorneys and staff during your next leadership or practice group 

meeting. 

□ Create a simple process for employees to recommend new AI tools for evaluation. 

□ Identify departments beyond legal practice where AI may already be influencing daily work. 

□ Review whether existing governance documents clearly explain approved AI tools, acceptable 

use, and the process for requesting additional technologies. 

□ Begin developing a formal AI governance framework that defines leadership responsibilities, 

organizational oversight, and continuous review. 
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CHAPTER 4 

Governance Is Not Compliance 

 

 

If there is one misconception that consistently undermines AI initiatives within law firms, it is the 

belief that governance and compliance are interchangeable. The terms are often used together 

in conversations about risk management, client questionnaires, cybersecurity, and regulatory 

oversight, leading many organizations to assume they describe the same objective. They do 

not. Although governance and compliance are closely related, confusing one for the other 

frequently results in programs that appear complete on paper but fail to provide meaningful 

organizational oversight. 

The distinction is both simple and profound. 

 

 

THE FROSTKEY PRINCIPLE 

Governance is the process by which an organization makes decisions. 

Compliance is the evidence that those decisions have been made responsibly. 

 

One produces the other. 

Organizations that understand this relationship build governance first and naturally achieve 

compliance as a result. Organizations that focus exclusively on compliance often begin 

collecting documents before they have established the decision-making processes those 

documents are intended to represent. The difference may seem academic, but it has practical 

consequences that become increasingly significant as artificial intelligence continues to evolve. 

Consider how many firms begin their AI journey. 

Leadership recognizes that clients are asking questions about artificial intelligence. Professional 

liability insurers are introducing AI-related inquiries into underwriting questionnaires. Industry 

publications discuss emerging ethical considerations, while software vendors promote 

increasingly sophisticated AI capabilities. In response, many organizations conclude that they 

need an AI policy. 

The reasoning is understandable. 



Governance Is Not Compliance 

27 
 

A policy feels tangible. It can be written, approved, distributed to employees, and presented to 

clients as evidence that the organization is taking artificial intelligence seriously. Within a 

relatively short period of time, the firm can point to a completed document and honestly state 

that it now has an AI policy. 

Unfortunately, possessing an AI policy does not necessarily mean the organization has 

established AI governance. 

A policy can explain expectations, but it cannot make decisions. 

It cannot evaluate a newly released AI application. 

It cannot determine whether a particular vendor satisfies the firm's security requirements. 

It cannot decide which practice groups should adopt a new technology or under what 

circumstances confidential client information may be processed through an intelligent system. 

Those responsibilities belong to leadership. 

Governance begins long before the first policy is written because governance is fundamentally 

concerned with how decisions are made. Before an organization can document expectations, it 

must first determine what those expectations should be. Before employees can be trained, 

leadership must decide what knowledge they require. Before approved technology lists can be 

published, someone must establish the criteria by which technologies will be evaluated. 

Policies document decisions. 

 

Governance creates them. 

The distinction becomes clearer when compared with other management disciplines already 

familiar to law firms. 

Few organizations would claim to have an effective cybersecurity program simply because they 

possess an information security policy. A written policy may describe password requirements, 

acceptable use standards, or incident reporting procedures, but no experienced leader would 

confuse the existence of that document with the ongoing work required to secure an 

organization. Cybersecurity depends upon continuous monitoring, employee education, 

vulnerability management, vendor oversight, periodic testing, executive review, and the ability to 

respond as new threats emerge. The policy records expectations, but the governance program 

is what transforms those expectations into everyday organizational practice. 

Artificial intelligence is no different. 

An AI policy may explain how the firm expects employees to use intelligent technologies, but 

governance determines how new applications are evaluated, who approves them, how risks are 

assessed, how employees receive guidance, how exceptions are managed, and when previous 



The Law Firm Guide to AI Governance 

28 
 

decisions should be revisited. Those activities continue long after the policy has been approved 

because the technology itself continues changing long after the ink has dried. 

This distinction explains why organizations that invest heavily in documentation sometimes 

struggle to answer surprisingly simple questions. 

Who is responsible for approving a new AI application? 

How frequently should approved technologies be reviewed? 

What process exists for evaluating changes introduced through routine software updates? 

Who determines whether a client matter presents circumstances requiring additional 

safeguards? 

How should employees request approval for a new AI capability that could improve productivity? 

These questions cannot be answered by pointing to a policy alone. They require an established 

governance process that defines responsibilities, decision-making authority, review procedures, 

and ongoing oversight. 

The most successful organizations recognize that governance is not another administrative task 

competing for attention alongside countless other operational responsibilities. It is a 

management discipline that provides structure for decision-making in an environment 

characterized by continuous technological change. Rather than reacting individually to every 

new AI product that reaches the marketplace, leadership develops a repeatable process for 

evaluating innovation against consistent organizational principles. That process allows the firm 

to remain adaptable without becoming reactive, ensuring that new capabilities are considered 

thoughtfully rather than impulsively. 

Although every organization will adapt its governance process to its own size, culture, and 

risk tolerance, the underlying evaluation questions remain remarkably consistent. 

Importantly, this process is not intended to evaluate every routine use of an approved AI 

tool. Instead, it should be used when the firm is considering a new AI capability, new AI-

enabled workflow, new vendor, or another meaningful change that could affect client 

information, professional judgment, or organizational risk. The goal is not to create 

unnecessary administration, but to ensure that important governance decisions are made 

consistently. 

Rather than relying on intuition or inconsistent judgment, organizations benefit from 

evaluating AI use cases through a consistent decision-making process. The framework 

below provides a simple sequence of questions that can be applied to virtually any 

proposed AI use case, helping firms determine the appropriate level of governance 

without creating unnecessary administrative burden.  
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Figure 4.1. The AI Capability Review Process™ 

 

As Figure 4.1 illustrates, not every interaction with artificial intelligence deserves the 

same level of governance. Routine productivity features already operating within approved 

applications generally do not require formal review each time they are used. Instead, this 

process should be applied when the firm is evaluating a new AI capability, introducing a new 

AI tool or model, approving a meaningful new use case, or considering a significant 

change to an existing AI-enabled workflow. By asking the same sequence of questions each 

time, organizations make more consistent decisions while avoiding unnecessary administrative 

burden. Governance becomes a practical decision-making discipline rather than another layer of 

bureaucracy.  

Seen from this perspective, compliance becomes far less intimidating. 

Organizations no longer begin by asking, "What documents do we need to produce?" Instead, 

they ask a more important question: "How should our firm make decisions about artificial 

intelligence?" Once that question has been answered, documentation becomes a natural 
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byproduct of governance rather than the primary objective itself. Policies reflect decisions that 

have already been made. Training reinforces expectations that leadership has already 

established. Client questionnaires become easier to answer because the organization 

understands not only what decisions were made, but also why they were made and how they 

continue to be reviewed over time. 

That difference is subtle, but it changes the entire philosophy of AI governance. Rather than 

treating compliance as the destination, organizations begin treating governance as the ongoing 

capability that makes compliance sustainable. In doing so, they create a framework that remains 

effective even as artificial intelligence continues evolving, client expectations become more 

sophisticated, and professional obligations continue to expand. 

The difference becomes even clearer when viewed from the perspective of a client. 

Imagine that a prospective client distributes an AI governance questionnaire to every law firm 

under consideration for a significant engagement. One firm responds by attaching its AI policy, 

employee acknowledgement form, and a list of approved software. The documentation is 

complete, professionally presented, and demonstrates that considerable effort has been 

invested in preparing the firm's compliance records. 

A second firm provides those same documents, but it also explains the governance processes 

that support them. It identifies the committee responsible for evaluating new AI technologies, 

describes the criteria used during vendor assessments, outlines how attorneys receive training, 

explains how approved tools are reviewed as software evolves, and documents the process for 

approving new use cases or responding to emerging risks. The client receives not only evidence 

that policies exist, but confidence that the organization has established a disciplined approach 

for managing artificial intelligence over time. 

Both firms are compliant. 

Only one demonstrates mature governance. 

That distinction is becoming increasingly important because artificial intelligence is evolving at a 

pace that no static policy can realistically match. Software vendors release meaningful updates 

every few weeks. New AI models introduce capabilities that did not exist only months earlier. 

Courts continue issuing opinions that influence professional expectations, while bar 

associations, insurers, and regulators regularly publish new guidance. A policy written today 

may still communicate sound principles next year, but it cannot anticipate every technological 

development that will occur between those two points in time. 

Governance bridges that gap. 

Rather than attempting to predict every future technology, governance establishes a repeatable 

process for evaluating change as it occurs. Leadership does not need to know what the next 

generation of AI will look like if the organization has already agreed upon how new capabilities 

will be reviewed, who will participate in those decisions, what standards will be applied, and how 
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those decisions will be documented. The technology may continue changing, but the decision-

making process remains remarkably consistent. 

This is one of the reasons mature governance programs tend to become stronger over time 

rather than weaker. Every technology review, vendor assessment, policy revision, employee 

question, and client inquiry contributes additional organizational knowledge. Instead of starting 

from the beginning whenever something new appears, leadership builds upon an established 

framework that has already proven effective. Governance becomes part of the firm's operating 

rhythm rather than an isolated initiative undertaken only when external pressure demands 

action. 

It is also important to recognize that governance is not synonymous with caution. 

Organizations sometimes hesitate to establish formal governance because they fear it will slow 

innovation or create unnecessary bureaucracy. In reality, well-designed governance often 

produces the opposite effect. The objective is to simplify future decisions by resolving important 

governance questions once, rather than forcing employees to reconsider them every time they 

use an approved AI capability. When employees understand which technologies have been 

approved, how new tools can be evaluated, and what expectations apply to their use, 

uncertainty is reduced. Attorneys spend less time wondering whether a particular application is 

appropriate because the organization has already established a process for answering that 

question. Leadership gains confidence because important decisions are being made 

consistently rather than independently by dozens of individuals throughout the firm. 

This relationship between governance and innovation is frequently overlooked. 

Organizations without governance often appear more flexible because employees are free to 

experiment without formal oversight. In practice, however, the absence of governance usually 

creates hesitation. Some employees avoid useful technologies because they are uncertain 

whether their use is appropriate. Others proceed despite that uncertainty, creating inconsistent 

practices that eventually require correction. Governance removes much of that ambiguity by 

replacing individual assumptions with shared organizational expectations. Rather than 

restricting innovation, it creates an environment in which innovation can occur responsibly and 

with greater confidence. 

For this reason, governance should never be viewed as an obstacle to progress. 

It is the mechanism that allows progress to occur consistently. 

Organizations that govern well do not adopt fewer technologies. They adopt them more 

deliberately. They understand why a particular capability has been approved, which business 

problems it is intended to solve, what safeguards accompany its use, and how success will be 

evaluated over time. Those decisions strengthen organizational confidence because they are 

supported by thoughtful leadership rather than informal experimentation. 
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Perhaps the simplest way to distinguish governance from compliance is to consider the 

questions each discipline attempts to answer. 

Compliance asks, "Can we demonstrate that we have met an expectation?" Governance 

asks, "How do we ensure we continue meeting that expectation as circumstances 

change?"  

The first question focuses on evidence. 

The second focuses on leadership. 

Effective organizations require both, but they must occur in the proper order. Governance 

establishes the process. Compliance demonstrates the results. When that relationship is 

understood, AI governance becomes less about producing documents and more about building 

an organizational capability that will continue serving the firm long after today's technologies 

have been replaced by tomorrow's. 

That capability forms the foundation of every successful AI governance program. 

The next chapter examines how to build that foundation by identifying the essential components 

of an effective governance framework and the organizational responsibilities required to sustain 

it over time. 

Key Takeaways 

Governance and compliance are closely related, but they are not the same. Governance is the 

ongoing process through which leadership evaluates technology, establishes expectations, 

assigns responsibilities, and oversees organizational decision-making. Compliance is the 

evidence that those governance activities have occurred and that the organization can 

demonstrate responsible oversight when asked. 

Organizations that begin with compliance often focus on producing policies, employee 

acknowledgements, and documentation. While these materials are important, they provide 

limited value if they are not supported by consistent governance processes. Policies should 

document decisions that have already been made through thoughtful leadership, not substitute 

for those decisions. 

Effective governance is designed to evolve. Artificial intelligence will continue changing, 

software vendors will continue introducing new capabilities, and client expectations will continue 

maturing. A governance framework provides organizations with a repeatable process for 

evaluating those changes without rebuilding their entire AI program each time technology 

advances. 

Ultimately, governance should not be viewed as an administrative burden or a barrier to 

innovation. Effective governance concentrates effort on meaningful organizational decisions so 

that routine use of approved AI tools becomes simpler—not more complicated—for employees.  
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Well-designed governance reduces uncertainty, supports informed decision-making, and allows 

organizations to adopt new technologies with greater confidence because expectations have 

already been established. 

 

Questions for Your Firm 

● Does your organization clearly understand the difference between governance and 

compliance? 

● If your AI policy disappeared tomorrow, would leadership still have a documented 

process for evaluating new AI technologies and making governance decisions? 

● Who within your firm has the authority to approve new AI applications, review emerging 

risks, and update governance expectations? 

● Are your governance activities continuous, or do they occur only when a client 

questionnaire or regulatory request requires attention? 

● Could you explain not only what decisions your firm has made regarding AI, but also 

how those decisions are made? 

 

Action Checklist 

□ Identify the individuals or committees responsible for AI governance within your firm. 

□ Review existing AI documentation and determine whether it reflects active governance 

processes or simply records completed tasks. 

□ Establish a documented process for evaluating new AI technologies before they are 

introduced into production. 

□ Define a recurring governance review schedule to reassess approved technologies, policies, 

and organizational guidance. 

□ Ensure future AI documentation reflects actual governance decisions rather than serving as a 

substitute for them. 

As organizations begin distinguishing governance from compliance, the next logical question 

becomes clear. 

If governance is an ongoing management discipline rather than a collection of documents, what 

should an effective AI governance program actually include? 

The next chapter answers that question by introducing the essential building blocks of a 

practical AI governance framework—one designed not only to satisfy today’s expectations, but 

also to adapt as artificial intelligence continues transforming legal practice.
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CHAPTER 5 

Building Your AI Governance Framework 

 

 

By the time an organization reaches this point in its AI governance journey, an important 

realization has usually taken place. 

Artificial intelligence is no longer viewed as a single technology that requires approval. 

Instead, it is recognized as an organizational capability that requires leadership. 

That distinction changes the objective. 

The goal is no longer to produce another policy or approve another software application. The 

goal is to establish a governance framework capable of supporting good decisions as 

technology, client expectations, and professional responsibilities continue to evolve. 

Strong governance frameworks are rarely complicated. 

In fact, the most effective governance programs often share a common characteristic: they are 

practical enough that organizations actually maintain them. 

This is particularly important for small and mid-sized law firms. 

Unlike large enterprises, most firms do not have dedicated AI governance departments, chief AI 

officers, or teams of compliance specialists. Responsibilities are often shared among managing 

partners, firm administrators, technology leaders, practice group leaders, and attorneys with an 

interest in innovation. Any governance program that assumes unlimited time, unlimited 

resources, or extensive administrative support is unlikely to remain effective for long. 

Successful governance should therefore be designed around the realities of how law firms 

actually operate. 

 

 

PRACTICAL PRINCIPLE 

The best governance program is not the most comprehensive one. It is the one leadership 

will consistently maintain. 
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The FrostKey AI Governance Framework™ 

The principles discussed throughout this chapter can be summarized using the FrostKey AI 

Governance Framework™. 

Rather than viewing AI governance as a collection of disconnected policies, the FrostKey AI 

Governance Framework™ illustrates how organizations move from understanding AI Exposure 

to establishing Trusted AI Governance through leadership, practical governance controls, and 

continuous Governance Intelligence™.  

The remaining chapters build upon this framework, exploring each component in greater depth 

and demonstrating how they work together as a continuous governance system.  

An effective AI governance program is more than a collection of isolated policies and 

documents. Each component supports the others, creating a connected system that produces 

consistent oversight and audit-ready evidence.  
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Figure 5.1. The FrostKey AI Governance Framework™  

 

As Figure 5.1 illustrates, effective AI governance is never the result of a single policy or 

document. It emerges from a connected program in which leadership, policies, approved AI 

capabilities, employee education, governance decisions, safeguards, monitoring, and 

documentation all reinforce one another. Weakness in any one area reduces confidence in the 

entire program. When these elements work together, however, documentation becomes a 

natural by-product of good governance rather than the primary objective.  

The framework is intentionally designed as a management system rather than a checklist. Each 

component supports the others, while Governance Intelligence™ creates the continuous 

feedback loop that allows the framework to evolve as technology, legal guidance, and business 

expectations change.  

Every effective AI governance program, regardless of firm size, rests upon five interconnected 

governance components: 

• Leadership 

 • Policies 

 • Technology Governance 

 • Education 

 • Documentation 

Together, these five components transform AI Exposure into Trusted AI Governance. 

Governance Intelligence™ operates as a separate monitoring and feedback layer, keeping the 

framework current as technology, law, ethics, client expectations, and organizational practices 

change. 

Weakness in any one area eventually affects the others. Strong leadership without employee 

education creates inconsistency. Well-written policies without oversight quickly become 

outdated. Approved technology without governance invites uncertainty. Documentation without 

leadership gradually becomes administrative paperwork rather than meaningful organizational 

guidance. 

Governance succeeds because each component reinforces the others. 

• Leadership provides direction and accountability. 

 • Policies communicate practical expectations. 

 • Technology Governance supports the thoughtful evaluation and approval of AI tools, models, 

and configurations. 

 • Education helps attorneys and staff apply governance expectations consistently. 

 • Documentation preserves decisions, approvals, reviews, and evidence of oversight. 
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Governance Intelligence™ supports all five components by monitoring developments that may 

require policies, approvals, training, documentation, or other governance decisions to be 

revisited. 

 

Leadership  

Every successful governance program begins with clearly defined responsibility. 

One of the most common governance failures occurs when everyone assumes someone else is 

responsible. Managing partners believe technology personnel are evaluating AI applications. 

Technology teams assume attorneys understand the ethical implications of new tools. Firm 

administrators expect practice leaders to establish acceptable use standards. Individual 

attorneys conclude that if software appears within an approved application, someone must have 

already evaluated it. 

These assumptions create uncertainty. 

Governance requires ownership. 

Every organization should clearly identify who is responsible for coordinating AI governance 

activities. Depending upon the size of the firm, this responsibility may belong to a managing 

partner, an executive committee, a firm administrator, an information technology director, or a 

cross-functional governance committee. The specific structure matters less than the existence 

of clear accountability. Employees should never wonder who is responsible for AI governance 

decisions because uncertainty inevitably delays decision-making and weakens organizational 

consistency. 

Leadership responsibility also extends beyond approving technology. 

Governance leaders establish priorities, allocate resources, review emerging risks, approve 

significant policy changes, and ensure governance remains aligned with the firm's strategic 

objectives. They create an environment where innovation is encouraged while reinforcing that 

every new capability should be evaluated thoughtfully before becoming part of normal business 

operations. 

 

Policies  

Policies translate leadership decisions into practical expectations that employees can 

understand and apply. 

A well-designed AI policy should never attempt to anticipate every future technology or possible 

scenario. Artificial intelligence evolves too quickly for highly prescriptive documents to remain 

current for long. Instead, policies should establish enduring principles that remain relevant 

regardless of which AI applications eventually become popular. 

Employees should understand what types of information require additional protection. 
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They should understand when human review is expected. 

They should know how approved technologies are identified, how new tools can be requested 

for evaluation, and where to seek guidance whenever uncertainty exists. 

Good policies answer practical questions. 

They do not attempt to predict the future. 

 

Technology Governance 

Every organization needs a consistent process for evaluating AI-enabled applications before 

they become part of the firm's technology environment. Evaluation should extend beyond 

software features and include vendor security practices, confidentiality protections, contractual 

obligations, data handling procedures, acceptable business purposes, implementation 

requirements, and long-term support considerations. 

Perhaps more importantly, governance should not end once a product has been approved. 

Software evolves continuously. 

Applications introduce new capabilities through routine updates, licensing changes, and 

expanded integrations. Technologies approved two years ago may operate very differently 

today. Governance therefore requires periodic review to ensure previous decisions remain 

appropriate as both technology and organizational needs continue changing. 

 

Education  

No governance framework succeeds unless the people expected to follow it understand both its 

purpose and their responsibilities. Organizations sometimes invest significant effort developing 

policies while assuming employees will naturally interpret and apply them correctly. Experience 

suggests otherwise. Even well-written policies require explanation, practical examples, and 

ongoing reinforcement if they are to influence day-to-day decision-making. 

This is especially true with artificial intelligence because employees bring very different levels of 

experience and confidence to the technology. Some attorneys actively seek opportunities to 

incorporate AI into their practice. Others remain hesitant because they are uncertain about 

confidentiality, professional responsibility, or the reliability of AI-generated content. 

Administrative professionals, paralegals, marketing teams, finance personnel, and firm 

leadership often encounter different AI capabilities within the software they use every day. A 

single policy cannot address every situation without meaningful education. 

Training should therefore focus on developing judgment rather than memorization. 

Employees do not need to become experts in machine learning or large language models to use 

artificial intelligence responsibly. They need practical guidance that helps them recognize 
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appropriate use cases, understand organizational expectations, protect confidential information, 

and know when additional review or approval is required. The objective is to help employees 

make consistently good decisions during the normal course of their work rather than requiring 

them to consult a policy manual every time they encounter a new technology. 

Education should also be viewed as an ongoing responsibility rather than a one-time event 

completed during onboarding. Artificial intelligence changes too rapidly for annual training alone 

to remain effective. Short updates following significant policy revisions, discussions during staff 

meetings, periodic reminders, and examples drawn from real-world situations often provide 

greater long-term value than lengthy annual presentations. Organizations that communicate 

regularly about AI governance tend to develop stronger organizational awareness because 

employees see governance as part of everyday operations rather than an isolated compliance 

requirement. 

Documentation 

Documentation preserves the decisions, approvals, reviews, and evidence that transform 

governance from intention into demonstrable organizational practice. 

Without documentation, even well-designed governance programs become dependent upon 

informal conversations, individual memory, or assumptions about what was previously decided. 

Over time, those assumptions create inconsistency and make it difficult to demonstrate 

responsible oversight. 

Effective documentation should capture the governance activities that matter most. These may 

include AI policies, approved technologies and configurations, vendor evaluations, employee 

acknowledgements, training records, governance reviews, significant leadership decisions, and 

other records that demonstrate how AI governance is maintained over time. 

The objective is not to document every interaction with artificial intelligence. It is to preserve 

sufficient evidence to demonstrate that governance decisions were intentional, communicated, 

reviewed, and maintained. 

Documentation gives the governance framework continuity. 

 

Governance Intelligence™ 

Governance Intelligence™ is not another governance component. 

It is the continuous monitoring and feedback process that keeps the five governance 

components current. 

Technology changes. 

Court decisions evolve. 
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Ethics guidance is updated. 

Clients introduce new expectations. 

Insurers revise underwriting requirements. 

Organizations adopt new AI capabilities. 

Each of these developments may require leadership to revisit policies, technology approvals, 

employee education, or governance documentation. 

Rather than waiting for problems to arise, effective organizations continuously monitor their 

environment and update governance as circumstances evolve. 

This continuous feedback loop transforms governance from a one-time project into an ongoing 

leadership discipline. 

Over time, the five governance components reinforce one another. 

Leadership establishes direction. 

Policies communicate expectations. 

Technology Governance ensures AI tools are evaluated thoughtfully. 

Education prepares employees to apply governance consistently. 

Documentation preserves evidence of responsible oversight. 

Governance Intelligence™ keeps the entire framework current by identifying when any of those 

components should be reviewed or updated. 

Together, these elements create a governance system that is practical, sustainable, and 

capable of adapting without requiring the organization to start over each time artificial 

intelligence advances. 

One characteristic deserves special attention because it often determines whether a 

governance program succeeds or quietly disappears over time. 

Simplicity. 

 

Organizations frequently assume that stronger governance requires more documentation, more 

committees, more approval steps, and increasingly detailed procedures. In reality, unnecessary 

complexity often produces the opposite result. Employees become uncertain about 

expectations, leadership postpones reviews because the process feels burdensome, and 

documentation gradually falls out of date because maintaining it requires more effort than the 

organization can realistically sustain. 
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The strongest governance programs are usually those that are easiest to maintain. 

They establish clear responsibilities without creating unnecessary bureaucracy. They document 

important decisions without attempting to record every minor activity. They provide enough 

structure to promote consistency while remaining flexible enough to accommodate technological 

change. Most importantly, they fit naturally within the way the organization already operates 

rather than requiring an entirely new administrative system. 

Good governance should support the practice of law, never become a distraction from it.  

That principle will remain central throughout the remainder of this book. Every recommendation 

that follows is intended to help organizations establish governance that is realistic, sustainable, 

and capable of growing alongside the technology it is designed to oversee rather than becoming 

another administrative obligation that is abandoned after the initial enthusiasm fades. 

Key Takeaways 

An effective AI governance framework is built upon five interconnected components: 

Leadership, Policies, Technology Governance, Education, and Documentation. Governance 

Intelligence™ continuously monitors changes in technology, law, ethics, client expectations, and 

organizational practices, helping leadership determine when those five components should be 

reviewed or updated.  

Leadership establishes accountability and direction. Policies translate those decisions into 

practical expectations. Technology governance ensures AI-enabled applications are evaluated 

thoughtfully before adoption. Employee education helps people apply organizational 

expectations consistently in their daily work. Continuous oversight keeps the entire framework 

current as technology, business objectives, and professional obligations change over time. 

The strength of a governance program is not measured by the number of policies it produces or 

the complexity of its procedures. It is measured by whether leadership can consistently make 

informed decisions, communicate clear expectations, and adapt responsibly as circumstances 

evolve. Simplicity is often one of the greatest strengths of an effective governance framework 

because simple systems are more likely to be maintained than unnecessarily complex ones. 

Ultimately, governance should become part of the firm's normal management process rather 

than a separate compliance initiative. Organizations that integrate AI governance into everyday 

leadership activities are far more likely to sustain their programs over the long term and respond 

confidently to future technological change. 

 

Questions for Your Firm 

● Has your firm clearly assigned responsibility for AI governance, or are those 

responsibilities assumed rather than defined? 
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● Do your current AI policies communicate enduring principles, or do they focus primarily 

on today's technology? 

● Is there a documented process for evaluating new AI applications before they become 

part of everyday operations? 

● Do employees receive practical guidance that helps them make good decisions, or are 

they expected to interpret governance requirements independently? 

● Has your firm established a Governance Intelligence process to monitor changes in 

technology, law, ethics, client expectations, and organizational AI use?  

 

Action Checklist 

□ Assign executive responsibility for AI governance. 

□ Review your existing AI policy to ensure it emphasizes principles rather than specific 

products. 

□ Create a standard evaluation process for reviewing new AI technologies. 

□ Develop a practical employee education plan that extends beyond initial policy distribution. 

□ Establish a Governance Intelligence process for monitoring technology, legal, regulatory, 

ethics, client, and insurer developments.  

□ Keep governance processes simple enough that they can realistically be maintained over 

time. 

The governance framework described in this chapter provides the organizational structure 

necessary to manage artificial intelligence responsibly. The next challenge is equally important. 

A governance framework cannot succeed unless the policies supporting it are practical, 

understandable, and aligned with the way attorneys actually work. 

Too many organizations develop AI policies that are either so restrictive they discourage 

innovation or so vague they provide little meaningful guidance. Neither approach helps 

employees make better decisions. 

The next chapter focuses on developing AI policies that are clear, practical, and sustainable—

policies that support responsible innovation rather than becoming documents that employees 

acknowledge once and never read again. 
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CHAPTER 6 

Writing AI Policies That Actually Work 

 

 

One of the first questions organizations ask after deciding to establish an AI governance 

program is deceptively simple. 

"Do we need an AI policy?" 

The answer is almost always yes. 

The more important question, however, is one that receives far less attention. 

"What should that policy actually accomplish?" 

Too many organizations approach AI policies as though they are legal documents written 

primarily to protect the firm. Others treat them as compliance checklists designed to satisfy 

client questionnaires or demonstrate that leadership has addressed artificial intelligence in some 

formal way. While both perspectives have merit, they often produce policies that are lengthy, 

highly technical, and rarely consulted after they are approved. 

A policy that employees never read cannot influence behavior. 

A policy that employees do not understand cannot establish consistent expectations. 

And a policy that attempts to anticipate every possible AI technology will become outdated 

almost as quickly as it is published. 

Effective AI policies serve a different purpose. 

They provide practical guidance that helps people make good decisions during the normal 

course of their work. 

This distinction is important because artificial intelligence is unlike many technologies 

organizations have governed in the past. Employees encounter AI throughout the workday, 

often in situations where immediate decisions are required. They do not have time to search 

through a forty-page policy manual before deciding whether an AI-generated summary is 

appropriate, whether confidential information may be processed through a particular application, 

or whether human review is required before work is shared with a client. 

Policies should therefore be written for the people expected to use them. 
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The best AI policies are remarkably practical. They explain organizational expectations using 

clear language rather than technical jargon. They provide enough guidance to support sound 

judgment without attempting to prescribe a rule for every possible situation. Most importantly, 

they recognize that policies are tools for decision-making rather than documents created solely 

for administrative purposes. 

This philosophy often surprises organizations accustomed to traditional compliance writing. 

Historically, many corporate policies have been written by lawyers for lawyers. They emphasize 

precision, exhaustive definitions, and carefully constructed language designed to address every 

conceivable scenario. While that approach may be appropriate for contracts or regulatory 

obligations, it often produces internal policies that employees find difficult to understand and 

even more difficult to apply. 

Artificial intelligence requires a different approach. 

Employees need principles they can remember. 

They need examples they can recognize. 

They need guidance that supports judgment rather than replacing it. 

Consider two different policy statements. 

The first states: 

"Employees shall utilize artificial intelligence only in accordance with applicable organizational 

policies, legal requirements, confidentiality obligations, information governance standards, 

cybersecurity protocols, and all other applicable firm procedures." 

Technically, the statement is accurate. 

Practically, it provides almost no guidance. 

Now consider an alternative: 

"Employees may use approved AI tools to assist with drafting, research, summarization, and 

administrative tasks. Confidential client information should only be processed through approved 

systems, and all AI-generated work must be reviewed by the responsible attorney before it is 

relied upon or shared outside the firm." 

The second statement is shorter. 

It is easier to understand. 

Most importantly, it helps employees make better decisions. 
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Good policies answer practical questions before employees encounter them. 

Which AI tools have been approved? 

What information requires additional protection? 

When is human review required? 

How should new AI technologies be requested for evaluation? 

Who should employees contact if they are uncertain? 

Questions like these occur every day within organizations using artificial intelligence. Policies 

that address them directly become valuable operational resources rather than documents 

employees acknowledge once and rarely revisit. 

Another common mistake involves attempting to prohibit technology instead of governing its 

use. 

Organizations occasionally respond to artificial intelligence by drafting policies built almost 

entirely around restrictions. Employees are told what they may not do, which applications they 

should avoid, and what activities require approval. While certain restrictions are both 

appropriate and necessary, policies dominated by prohibitions often create unintended 

consequences. Employees begin viewing governance as an obstacle rather than a resource. 

Innovation slows, questions go unasked, and Shadow AI becomes more difficult to identify 

because individuals hesitate to discuss new technologies openly. 

Strong policies establish expectations without discouraging responsible innovation. 

They acknowledge that artificial intelligence offers legitimate business value while making it 

equally clear that new technologies must be evaluated thoughtfully before becoming part of the 

firm's standard operating practices. Employees should finish reading the policy with greater 

confidence, not greater uncertainty. 

One of the simplest ways to evaluate an AI policy is to ask a straightforward question. 

 

 

 

POLICY TEST 

"If a new employee joined the firm tomorrow, would this document help them make better 

decisions?" 
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If the answer is yes, the policy is serving its intended purpose. 

If the answer is no, the document may be functioning more as a legal record than as an 

operational guide. 

That distinction is worth remembering because the ultimate objective of every AI policy is not 

simply to reduce organizational risk. 

Its purpose is to help people consistently exercise good judgment. 

Another characteristic shared by effective AI policies is that they distinguish between enduring 

principles and rapidly changing technology. Artificial intelligence evolves far too quickly for 

organizations to rewrite their policies every time a software vendor introduces a new feature or 

releases a more capable model. A policy that focuses heavily on individual products will require 

constant revision and will quickly become difficult to maintain. A policy built upon principles, 

however, remains relevant even as the technology itself changes. 

For example, a policy should not need to identify every AI application that employees may 

eventually encounter. Instead, it should explain the standards that every application must satisfy 

before it is approved for use. It should establish expectations regarding confidentiality, security, 

human oversight, acceptable business purposes, and professional responsibility. As new 

technologies emerge, those same principles can be applied consistently without requiring the 

organization to rewrite the entire policy. 

This principle-based approach also creates greater flexibility for leadership. Artificial intelligence 

is developing at a pace that few organizations can predict with confidence. Capabilities 

considered experimental today may become standard business tools within a year. By focusing 

on organizational principles rather than specific technologies, firms preserve their ability to 

innovate while maintaining a stable governance framework. 

An effective AI policy should also define responsibilities clearly. 

Employees need to understand not only what is expected of them, but also who is responsible 

for making governance decisions throughout the organization. Leadership should be 

responsible for approving policies and establishing governance priorities. Technology 

professionals may evaluate vendor security and technical implementation. Practice leaders 

should help determine appropriate use cases within their areas of responsibility. Individual 

attorneys remain responsible for exercising professional judgment and ensuring that AI-assisted 

work meets the same standard of quality expected of work produced without AI assistance. 

Clearly assigning these responsibilities reduces uncertainty because employees know where to 

seek guidance when unfamiliar situations arise. Governance becomes a shared organizational 

responsibility rather than something employees are expected to interpret independently. 

Policies should also encourage questions. 
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One of the most effective statements an organization can include is a simple instruction 

directing employees to seek guidance whenever uncertainty exists. Artificial intelligence will 

inevitably create situations that no policy could reasonably anticipate. Rather than attempting to 

address every possible scenario, organizations should establish a culture in which asking 

questions is viewed as evidence of good judgment rather than a lack of knowledge. Employees 

should never hesitate to raise concerns about a new AI capability or request clarification before 

using unfamiliar technology. 

Another hallmark of effective AI policies is regular review. 

Unlike many organizational policies that remain relatively stable for years, AI policies should be 

treated as living documents. This does not mean they require constant revision, but they should 

be reviewed whenever meaningful changes occur in technology, client expectations, 

professional guidance, or organizational strategy. A scheduled annual review is a useful starting 

point, but significant developments may justify more frequent updates. The review process itself 

is often as valuable as the resulting revisions because it encourages leadership to evaluate 

whether existing governance continues reflecting the firm's objectives. 

Although organizations often discuss AI policies, approved tools, employee acknowledgements, 

governance decisions, and monitoring activities as separate initiatives, they function most 

effectively as parts of a single governance system. Each component serves a distinct purpose, 

but together they create the organizational records needed to demonstrate responsible AI 

governance over time.  
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Figure 6.1. The FrostKey AI Governance Documentation Ecosystem™  

 

As Figure 6.1 illustrates, an effective AI governance program is supported by an 

interconnected system of governance records rather than a collection of isolated documents. 

Policies establish expectations. Approved AI tools and configurations document what has been 

authorized. Employee education and attestations demonstrate awareness. Governance 

decisions explain why leadership reached particular conclusions. Monitoring and review 

summaries show that governance continues as technology evolves. Collectively, these 

governance records create the audit-ready evidence organizations need to demonstrate 

responsible AI governance to clients, regulators, insurers, and firm leadership.  

It is equally important to recognize what an AI policy should not attempt to accomplish. 

A policy should not become a technical manual explaining how artificial intelligence functions. 

Employees do not need to understand neural networks, model architecture, or machine learning 

algorithms to use AI responsibly. Likewise, a policy should not attempt to provide legal advice 

regarding every regulatory development or ethics opinion affecting artificial intelligence. Those 

topics may change more frequently than the policy itself and are often better addressed through 

governance updates, employee education, or supplemental guidance. 
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The purpose of the policy is far more practical. It establishes expectations, communicates 

enduring principles, and supports consistent decision-making.  

Everything else should reinforce those objectives rather than distract from them. 

Organizations occasionally ask how long an AI policy should be. There is no universally correct 

answer, but experience suggests that clarity is far more valuable than length. A concise, well-

organized policy that employees understand and regularly consult is almost always more 

effective than a lengthy document filled with technical language that few people read after it is 

distributed. The measure of success is not the number of pages. It is whether the policy helps 

people make better decisions during their daily work. 

Perhaps the most important characteristic of an effective AI policy is that it reflects the 

organization's governance philosophy rather than replacing it. Employees should finish reading 

the document with a clear understanding that responsible AI use depends not only on following 

written rules but also on exercising professional judgment within a governance framework that 

values confidentiality, client trust, transparency, and continuous learning. 

When policies accomplish those objectives, they become more than compliance documents. 

They become practical tools that strengthen the organization's culture, improve consistency, 

and support responsible innovation throughout the firm. 

Key Takeaways 

An effective AI policy is not written to impress auditors or satisfy a client questionnaire. Its 

primary purpose is to help employees make sound decisions during the normal course of their 

work. Policies that are practical, understandable, and aligned with everyday workflows are far 

more valuable than lengthy documents that are acknowledged once and rarely consulted again. 

The strongest AI policies are built upon enduring governance principles rather than specific 

technologies. Artificial intelligence will continue evolving, and new applications will inevitably 

replace today's leading platforms. Policies grounded in confidentiality, professional judgment, 

human oversight, responsible use, and organizational accountability remain relevant regardless 

of which technologies emerge in the future. 

A successful policy also defines responsibilities clearly. Leadership establishes governance 

expectations, managers reinforce those expectations, and employees apply them through 

informed professional judgment. The policy should support those responsibilities by providing 

practical guidance, encouraging questions, and reinforcing that governance is an ongoing 

organizational commitment rather than a one-time compliance exercise. 

Finally, an AI policy should never attempt to replace good judgment. Instead, it should 

strengthen it. The best policies create confidence by helping employees understand not only 

what is expected, but also why those expectations exist and how they support the firm's 

commitment to responsible legal practice. 
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Questions for Your Firm 

● Would a new employee be able to understand your AI policy without additional 

explanation? 

● Does your policy focus on enduring governance principles, or does it rely heavily on 

references to specific AI products that may change over time? 

● Have responsibilities for leadership, technology, managers, and individual employees 

been clearly defined? 

● Does your policy encourage employees to seek guidance when uncertainty exists, or 

does it assume every situation has already been anticipated? 

● If your firm's AI capabilities changed significantly over the next twelve months, would 

your policy still provide meaningful guidance? 

 

Action Checklist 

□ Review your current AI policy using the perspective of a new employee joining the firm. 

□ Remove unnecessary technical or legal language that does not improve decision-making. 

□ Ensure the policy emphasizes principles rather than specific AI products or vendors. 

□ Clearly identify governance responsibilities throughout the organization. 

□ Establish a formal review schedule so the policy remains aligned with changes in technology, 

client expectations, and professional guidance. 

□ Confirm that the policy supports responsible innovation rather than simply restricting 

technology use. 

The chapters completed so far have focused on understanding the challenge and establishing 

the organizational foundation for responsible AI governance. The next step is to move from 

principles to implementation. 

Every governance program eventually reaches the point where leadership must decide which AI 

technologies will be permitted, under what conditions they may be used, and how those 

decisions should be documented. Those choices influence confidentiality, professional 

responsibility, operational efficiency, and client trust. They also become some of the most visible 

indicators of a firm's governance maturity. 

The next chapter examines how organizations should evaluate, approve, document, and 

periodically review AI models, applications, and configurations. 
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CHAPTER 7 

Approving AI Models, Applications, and 

Configurations 

 

 

By the time a law firm reaches this stage of its AI governance program, the conversation has 

changed considerably. 

Early governance discussions are often dominated by broad questions. Should the firm allow 

artificial intelligence? Is the technology mature enough for legal work? What do courts, clients, 

and regulators expect? Those questions are both reasonable and necessary because they help 

organizations understand why governance matters. 

Eventually, however, every firm arrives at a far more practical challenge: How should individual 

AI technologies actually be evaluated?  

For many organizations, the instinctive answer is to create a list of approved software and 

distribute that list to employees. At first glance, this appears to solve the problem. Employees 

know which applications may be used, leadership has documented its decisions, and the 

organization can demonstrate that some level of oversight exists. 

Unfortunately, software approval alone rarely creates effective governance. 

Approving an AI application is not simply a technology decision. It is a business decision, a risk 

management decision, and, for law firms, a professional responsibility decision. Every approval 

carries assumptions about confidentiality, attorney-client privilege, vendor security, acceptable 

use, employee education, and ongoing oversight. Those assumptions deserve careful 

consideration because once a technology becomes embedded within daily practice, changing 

course is often far more difficult than making a thoughtful decision before implementation. 

This is why mature organizations evaluate artificial intelligence differently than they evaluate 

traditional software purchases. 

Historically, technology selection focused primarily on functionality. Organizations compared 

features, pricing, ease of implementation, customer support, and vendor reputation before 

selecting the product that appeared to provide the greatest overall value. Those considerations 

remain important, but artificial intelligence introduces additional governance questions that are 

equally significant. Leadership must understand not only what a product can do, but also how it 

processes information, where organizational data may travel, what contractual protections exist, 
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how administrators can manage the platform, and whether the technology aligns with the firm's 

broader governance principles. 

These questions shift the conversation away from software features and toward organizational 

responsibility. 

An AI application may produce exceptional results while still being inappropriate for a particular 

law firm. Another product may appear less impressive during a product demonstration but 

provide stronger enterprise controls, better contractual protections, more robust administrative 

capabilities, and governance features that make it the more responsible choice. The objective is 

not to approve the most powerful technology available. The objective is to approve technology 

that supports the firm's professional obligations while delivering meaningful business value. 

Perhaps the most important principle to understand is that approving a technology does not 

mean approving every possible use of that technology. 

Organizations sometimes overlook this distinction. Leadership approves an enterprise AI 

platform, employees receive access, and everyone assumes the software may now be used 

without further consideration. In reality, approval should always exist within clearly defined 

boundaries established by governance. Those boundaries determine which employees should 

use the technology, what business purposes are appropriate, what categories of information 

may be processed, when additional human review is required, and where the organization's 

professional responsibilities continue to limit or shape acceptable use. 

For example, a firm may approve Microsoft Copilot because it operates within the organization's 

existing Microsoft environment and satisfies established security and contractual requirements. 

That decision does not automatically authorize every possible use of Copilot. Leadership must 

still determine whether attorneys may use it to summarize client documents, draft internal 

memoranda, organize meeting notes, assist with legal research, or prepare client 

communications. The approval concerns both the technology and the circumstances under 

which that technology may be used responsibly. 

This distinction often separates mature governance programs from those that exist primarily on 

paper. Less mature organizations tend to think in terms of approved products. More mature 

organizations think in terms of approved business use cases supported by appropriate 

technology. That shift in perspective provides substantially greater flexibility because 

governance no longer depends upon the software alone. Instead, technology becomes one 

component of a broader decision-making framework that continues guiding the organization as 

products evolve and new capabilities emerge. 

Leadership should therefore approach technology approval as a structured governance process 

rather than a purchasing decision. The discussion should begin with the business problem the 

organization is attempting to solve. Is the objective to improve legal research, accelerate 

document review, assist with drafting, automate administrative work, or reduce repetitive tasks 

that consume valuable attorney time? Clearly defining the intended purpose helps ensure that 
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technology decisions remain aligned with strategic business objectives rather than becoming 

reactions to the latest product announcement or industry trend. 

Once that objective has been established, attention should shift toward understanding the 

environment in which the technology will operate. Which employees require access? Will the 

platform be used by attorneys, paralegals, administrative staff, marketing personnel, or the 

entire organization? Will it interact with confidential client information, internal administrative 

documents, or publicly available materials? These questions are often more important than the 

software's feature list because they determine the level of governance required to support 

responsible implementation. 

Vendor evaluation represents another essential component of the approval process. Artificial 

intelligence providers differ significantly in how they manage customer information, administer 

enterprise environments, retain submitted data, and provide contractual protections. 

Organizations should understand where information is processed, whether customer data is 

used to improve underlying AI models, what administrative controls are available, how user 

activity can be monitored, and what security certifications or independent assessments support 

the vendor's claims. These considerations may not influence a software demonstration, but they 

often become decisive factors when evaluating technology intended for professional legal 

practice. 

Governance should also extend beyond the vendor itself and examine how the technology fits 

within the firm's existing operating environment. Introducing a new AI platform should not create 

isolated workflows that bypass established document management systems, security controls, 

or administrative oversight. Whenever possible, approved technologies should strengthen 

existing governance rather than requiring organizations to develop entirely separate processes 

to accommodate them. Integration, consistency, and administrative visibility are frequently more 

valuable than isolated features that provide only marginal productivity improvements. 

Equally important is defining the boundaries of acceptable use before employees begin relying 

upon the technology. Leadership should determine which activities are appropriate for AI 

assistance, which require additional human review, and which remain outside the intended 

scope of the platform altogether. These decisions should reflect the firm's professional 

obligations rather than the software's technical capabilities. The fact that a system is capable of 

performing a task does not necessarily mean it should become part of the organization's 

standard operating procedures. 

For many law firms, establishing approved use cases proves more valuable than approving 

software alone. Employees benefit from practical guidance that explains how the technology 

supports their work instead of relying on broad statements that merely identify approved 

applications. An attorney is far more likely to exercise sound judgment when governance 

explains that an AI platform may assist with drafting internal outlines, summarizing publicly 

available materials, or organizing research, while requiring attorney review before any AI-

assisted work influences legal advice or is shared with a client. This type of guidance transforms 

governance from a technology inventory into a practical decision-making resource. 
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Organizations should also recognize that approval is never the end of the governance process. 

Artificial intelligence evolves continuously. Software vendors introduce new capabilities through 

routine updates, licensing changes, expanded integrations, and increasingly capable AI models. 

A platform approved today may offer substantially different functionality six months from now. 

Periodic review therefore becomes just as important as the original evaluation. Governance 

should establish a regular schedule for reassessing approved technologies, reviewing 

significant vendor announcements, confirming that existing safeguards remain appropriate, and 

determining whether additional guidance should be provided to employees as capabilities 

expand. 

Effective AI governance should be viewed as a continuous management discipline rather than a 

one-time approval process. Technology evolves, vendor capabilities change, regulatory 

expectations develop, and organizations continually learn from experience. Rather than 

repeatedly reinventing governance, mature organizations follow a repeatable cycle that keeps 

policies, approvals, documentation, and employee guidance aligned with changing 

circumstances.  
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Figure 7.1. The FrostKey Continuous AI Governance Cycle™  

 

As Figure 7.1 illustrates, AI governance is never truly complete. Organizations continuously 

monitor developments, review their impact, update governance materials, communicate 

expectations, document decisions, and apply those lessons to future improvements. This 

ongoing cycle enables firms to adapt confidently without creating unnecessary administrative 

burden because governance evolves through regular maintenance rather than repeated 

reinvention.  
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This ongoing review process allows organizations to adapt without creating unnecessary 

disruption. Rather than repeatedly debating fundamental governance principles each time 

technology changes, leadership evaluates new developments within an established framework 

that already reflects the firm's values, professional responsibilities, and strategic objectives. 

Decisions become more consistent because they are guided by enduring governance principles 

instead of the excitement surrounding the latest product release. 

One final principle deserves emphasis because it often distinguishes mature governance 

programs from those that struggle to keep pace with technological change. 

Organizations should avoid approving technologies in isolation. 

Instead, they should evaluate how each approval contributes to the broader AI ecosystem 

developing throughout the firm. Every new application increases the organization's AI Exposure, 

influences employee workflows, introduces additional governance responsibilities, and affects 

how information moves throughout the business. Viewing approvals through this broader 

organizational perspective helps leadership make decisions that strengthen the governance 

program as a whole rather than optimizing individual technologies independently. 

When organizations adopt this mindset, technology approval becomes far more than an 

administrative exercise. It becomes a disciplined governance process that balances innovation 

with professional responsibility, supports organizational consistency, and provides employees 

with the confidence to embrace new capabilities within clearly defined expectations. 

Key Takeaways 

Approving an AI application is fundamentally different from purchasing traditional software. 

Every approval represents a governance decision that affects confidentiality, professional 

responsibility, information handling, employee expectations, and long-term organizational 

oversight. Technology should therefore be evaluated not only for its capabilities, but also for 

how it aligns with the firm's governance principles and professional obligations. 

Approval should never be viewed as unlimited authorization. A mature governance program 

defines both the technologies that have been approved and the circumstances under which they 

may be used. Clearly documented use cases, appropriate limitations, human review 

requirements, and periodic reassessment provide employees with practical guidance while 

helping leadership maintain consistent organizational oversight. 

Vendor evaluation is equally important. Organizations should understand how AI providers 

manage customer information, what contractual protections exist, how enterprise administration 

is supported, and whether the platform integrates effectively with the firm's existing governance 

processes. These considerations often have a greater long-term impact than feature 

comparisons alone. 

Finally, technology approval should be treated as an ongoing governance activity rather than a 

one-time administrative event. Artificial intelligence continues evolving long after 
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implementation, making periodic review essential to ensure approved technologies remain 

consistent with organizational objectives, professional responsibilities, and client expectations. 

 
Questions for Your Firm 

● Does your firm have a documented process for evaluating new AI technologies before 

they are introduced into production? 

● Have you defined approved business use cases in addition to maintaining a list of 

approved software? 

● Do you understand how your AI vendors process, retain, protect, and administer the 

information entrusted to their platforms? 

● Are technology approvals reviewed periodically as vendors introduce new capabilities 

and organizational needs evolve? 

● If a client asked why a particular AI platform was approved, could leadership clearly 

explain the governance process that supported that decision? 

 
 

|Action Checklist 

□ Develop a standardized AI technology evaluation process before approving new applications. 

□ Define approved business use cases for each authorized AI platform. 

□ Document vendor security, contractual protections, enterprise controls, and administrative 

capabilities. 

□ Establish periodic reviews of approved AI technologies and significant vendor updates. 

□ Ensure every technology approval aligns with the firm's broader AI governance framework 

rather than addressing a single software product in isolation. 

The decisions discussed in this chapter determine which AI technologies may be used within 

the organization. 

The next question is even more important. 

How should client information be protected once those technologies begin participating 

in legal work? 

For law firms, no governance responsibility carries greater significance than protecting 

confidentiality. Artificial intelligence may introduce remarkable new capabilities, but every 

productivity gain must be balanced against the professional obligations attorneys owe to their 

clients. 
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The next chapter examines how AI governance intersects with confidentiality, attorney-client 

privilege, information handling, human review, vendor relationships, and the enduring 

responsibility to safeguard client information in an increasingly AI-enabled legal environment. 



 

59 
 

CHAPTER 8 

Protecting Client Information 

 

 

Every discussion about artificial intelligence within a law firm eventually arrives at the same 

place. 

Client information. 

No feature comparison, productivity improvement, or efficiency gain carries greater importance 

than the obligation to protect the confidential information clients entrust to their attorneys. That 

responsibility has always existed, long before artificial intelligence entered the legal profession, 

and it will remain one of the defining responsibilities of legal practice regardless of how 

technology continues to evolve. 

For that reason, organizations should resist viewing AI governance primarily as a technology 

initiative. 

At its core, AI governance is an information governance initiative. 

Artificial intelligence simply changes the ways information may be accessed, processed, 

summarized, analyzed, organized, and communicated. The professional responsibility itself has 

not changed. Attorneys remain responsible for protecting confidential client information, 

exercising independent professional judgment, and ensuring that technology supports rather 

than compromises those obligations. 

This distinction is important because conversations about AI often become overly focused on 

the software itself. 

Organizations ask whether ChatGPT is safe. 

Whether Microsoft Copilot is secure. 

Whether a particular legal research platform should be approved. 

While those questions certainly matter, they address only part of the governance challenge. 

The more important question is broader: How should confidential information be managed 

whenever artificial intelligence becomes involved?  
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That question remains relevant regardless of which software products eventually dominate the 

marketplace. 

Whether an organization uses Microsoft Copilot, Harvey, Claude, Gemini, a legal research 

platform, or technologies that have not yet been developed, the same governance principles 

continue to apply. Information should be handled thoughtfully. Employees should understand 

organizational expectations. Human judgment should remain central to legal decision-making. 

Leadership should establish appropriate safeguards before technology becomes part of 

everyday practice. 

These principles endure because they are rooted in professional responsibility rather than 

software capabilities. 

One of the most common misconceptions surrounding artificial intelligence is the belief that 

confidentiality concerns arise only when employees intentionally upload documents into public 

AI applications. While consumer AI platforms certainly deserve careful consideration, AI 

Exposure often extends far beyond those obvious situations. Intelligent capabilities now exist 

within document management systems, productivity software, communication platforms, legal 

research tools, meeting applications, and countless other business technologies. Information 

may interact with artificial intelligence in ways that employees neither initiate nor fully recognize. 

This reality reinforces one of the central themes introduced earlier in this book. 

Organizations should focus on governing information rather than attempting to govern every 

individual technology independently. 

When viewed from this perspective, protecting client information becomes substantially more 

manageable. 

Instead of asking whether employees may use a particular AI application, leadership begins by 

classifying the information itself. Public marketing materials present different governance 

considerations than privileged legal advice. Internal administrative documents require different 

protections than merger negotiations, criminal defense strategies, intellectual property, 

healthcare records, or financial information subject to regulatory obligations. Governance begins 

by understanding the sensitivity of the information before determining the technologies 

appropriate for processing it. 

This approach mirrors long-established information security practices. 

Organizations have never treated every document identically. 

Financial records receive different protections than public press releases. 

Personnel files receive different handling than marketing brochures. 

Client trust account information receives different oversight than firm newsletters. 
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Artificial intelligence should not change that philosophy. 

It should strengthen it. 

Once information has been classified appropriately, governance decisions become considerably 

more straightforward. Leadership can establish clear expectations regarding which categories of 

information may be processed through approved enterprise AI platforms, which require 

additional safeguards or human review, and which should remain entirely outside AI-assisted 

workflows. Employees benefit because expectations become practical and understandable 

rather than dependent upon memorizing the capabilities of dozens of individual software 

products. 

This principle also explains why human review remains one of the most important safeguards 

within every AI governance program. 

Artificial intelligence can assist attorneys in organizing information, identifying patterns, 

improving clarity, summarizing documents, and accelerating research. It cannot assume 

professional responsibility for the legal advice ultimately provided to a client. Regardless of how 

capable intelligent systems become, responsibility for legal judgment continues resting with the 

attorney. AI may support that judgment, but it cannot replace it. 

For that reason, organizations should consistently reinforce a simple principle throughout their 

governance programs. 

 

 

THE FROSTKEY PRINCIPLE 

Artificial intelligence may assist legal work. It should never become the final decision-

maker. 

 

Human review is not merely a procedural safeguard; it is one of the defining characteristics that 

separates responsible AI use from the unauthorized delegation of professional judgment. 

Clients retain attorneys because they expect legal advice to reflect experience, reasoning, 

ethical obligations, and an understanding of the unique circumstances surrounding their matter. 

Artificial intelligence can contribute valuable insights, identify relevant authorities, organize 

complex information, and improve efficiency, but it cannot assume the professional 

responsibilities that accompany the practice of law. Every AI-assisted work product should 

therefore remain subject to the same level of attorney review that would be expected if no AI 

had been involved at all. 

This principle extends beyond legal analysis to every stage of the firm's operations. Draft 

correspondence, document summaries, research memoranda, internal reports, client 

presentations, and administrative communications may all benefit from AI assistance. 
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Regardless of the task, however, employees should understand that AI-generated content 

represents a starting point rather than a finished product. Accuracy, completeness, tone, legal 

reasoning, and factual correctness remain the responsibility of the individual ultimately relying 

upon the information. 

Organizations should also recognize that confidentiality depends upon more than selecting 

trustworthy software. It depends upon the habits and judgment of the people using that software 

every day. An enterprise AI platform with excellent security controls cannot compensate for 

employees who misunderstand organizational expectations or fail to recognize when sensitive 

information requires additional protection. Conversely, well-trained professionals operating 

within a clearly defined governance framework often make consistently sound decisions even as 

technology continues evolving around them. 

For that reason, effective AI governance combines technical safeguards with practical 

education. Employees should understand not only which technologies have been approved, but 

also why certain information requires additional care. They should know how confidential 

information should be handled, when anonymization may be appropriate, when additional 

review is required, and when they should seek guidance before proceeding. These 

conversations strengthen professional judgment because they reinforce the principles 

underlying the firm's governance program rather than relying solely on technical restrictions. 

Vendor relationships deserve equal attention. 

Every AI provider becomes, in some capacity, a participant in the firm's information ecosystem. 

Before confidential information is processed through an AI-enabled platform, leadership should 

understand the vendor's contractual commitments, security architecture, administrative controls, 

retention practices, and approach to protecting customer information. Organizations should 

never assume that all AI vendors operate under identical standards simply because they offer 

similar capabilities. Two applications performing comparable tasks may differ significantly in 

how they handle customer information, enterprise administration, audit logging, and contractual 

protections. 

Vendor due diligence should therefore become a routine governance activity rather than an 

exceptional event reserved for major technology purchases. As artificial intelligence becomes 

increasingly embedded within existing business applications, organizations will evaluate AI 

capabilities more frequently than ever before. Establishing a consistent review process ensures 

that each evaluation follows the same governance principles regardless of the vendor or the 

technology involved. 

Confidentiality also extends beyond the technology itself to the broader business processes 

surrounding its use. Organizations should consider how AI-generated work is stored, shared, 

retained, and incorporated into client files. They should understand who has access to AI-

assisted work products, how revisions are documented, and whether existing document 

management practices remain appropriate as intelligent systems become more deeply 

integrated into daily operations. In many cases, the governance considerations surrounding an 
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AI-generated document are identical to those that would apply to any other work product 

created within the firm. Artificial intelligence changes how information is produced, but it does 

not diminish the organization's responsibility to manage that information appropriately 

throughout its lifecycle. 

Another important consideration involves transparency within the organization. Employees 

should understand the firm's expectations regarding AI-assisted work and should feel 

comfortable discussing how artificial intelligence contributes to their daily responsibilities. 

Governance becomes significantly more effective when AI use is visible, understood, and 

supported by clear organizational guidance rather than occurring informally through individual 

experimentation. Transparency strengthens accountability because leadership can evaluate 

emerging practices before they become inconsistent across the organization. 

As organizations implement these governance practices, they naturally progress through 

different levels of AI governance maturity. Few firms begin with a comprehensive governance 

program already in place. Most evolve over time as policies mature, approved AI capabilities 

expand, documentation improves, employee education becomes routine, and governance 

becomes embedded within everyday operations. The objective is not perfection on day one, but 

steady and measurable improvement.  
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Figure 8.1. The FrostKey AI Governance Maturity Model™  

 

As Figure 8.1 illustrates, AI governance develops through progressive stages rather than a 

single implementation effort. Organizations typically move from reactive AI use toward 

increasingly structured governance as leadership establishes policies, documents approved AI 

capabilities, strengthens oversight, and embeds governance into the firm's culture. Every 

organization begins somewhere. The goal is continuous improvement that enables responsible 

innovation while preserving client trust and professional obligations.  

Ultimately, protecting client information is not achieved through a single policy, software 

product, or technical control. It results from the combined effect of thoughtful governance, 

informed leadership, responsible technology selection, employee education, and consistent 

professional judgment. These elements work together to create an environment in which 

artificial intelligence supports legal practice without compromising the trust that clients place in 

their attorneys. 

That trust remains the foundation of every successful law firm. 

Technology will continue changing. 

Professional responsibilities will not. 

It is therefore the responsibility of leadership to ensure that innovation strengthens, rather than 

weakens, the confidence clients place in the firm's ability to safeguard their most sensitive 

information. 

Key Takeaways 

Protecting client information remains the central responsibility of every AI governance program. 

While artificial intelligence introduces new ways of processing, organizing, and analyzing 

information, it does not alter an attorney's ethical obligations or diminish the duty to safeguard 

confidential client information. Effective governance begins by recognizing that professional 

responsibility must always take precedence over technological capability. 

Organizations should govern information before they govern technology. Rather than evaluating 

AI applications in isolation, leadership should first understand the types of information being 

processed and the level of protection each category requires. This approach creates 

governance that remains effective even as individual software products evolve or are replaced 

by new technologies. 

Human review remains an indispensable safeguard. Artificial intelligence can assist with 

research, drafting, organization, and analysis, but it cannot assume responsibility for legal 

judgment. Attorneys remain accountable for the advice they provide, the accuracy of their work, 
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and the professional decisions that ultimately affect their clients. AI should support that 

judgment, never replace it. 

Finally, protecting client information requires more than selecting secure technology. Effective 

governance combines responsible vendor selection, clear organizational expectations, 

employee education, thoughtful information handling, and ongoing oversight. These elements 

work together to preserve the trust upon which every attorney-client relationship depends. 

 
 

Questions for Your Firm 

● Have you identified which categories of client information require the highest level of 

protection when artificial intelligence is involved? 

● Do employees understand when confidential information may be processed through 

approved AI platforms and when additional safeguards are required? 

● Have your AI vendors been evaluated for contractual protections, security controls, 

administrative capabilities, and information handling practices? 

● Does your governance program clearly reinforce that attorneys remain responsible for 

every AI-assisted work product delivered to a client? 

● If a client asked how your firm protects confidential information while using artificial 

intelligence, could leadership provide a clear and well-documented explanation? 

 
 

Action Checklist 

□ Classify the types of information handled throughout the firm according to sensitivity and 

confidentiality. 

□ Document organizational expectations for processing confidential information through 

approved AI technologies. 

□ Review AI vendor contracts, security documentation, administrative controls, and information 

handling practices. 

□ Reinforce human review requirements for all AI-assisted legal work. 

□ Incorporate confidentiality expectations into employee education and recurring governance 

training. 

□ Schedule periodic reviews to ensure information governance remains aligned with evolving AI 

capabilities and professional obligations. 

As organizations strengthen their approach to protecting confidential information, another 

governance responsibility naturally follows. 
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Technology alone does not determine whether AI is used responsibly. 

People do. 

Even the strongest governance framework depends upon employees understanding 

organizational expectations, exercising sound professional judgment, and consistently applying 

those expectations throughout their daily work. Policies provide guidance, but culture 

determines whether that guidance becomes part of normal practice. 

The next chapter examines how law firms can educate attorneys and staff, reinforce responsible 

AI use, document policy acknowledgements and periodic attestations, and build an 

organizational culture in which AI governance becomes a shared professional responsibility 

rather than simply another compliance requirement. 
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CHAPTER 9 

Training Attorneys and Staff for 

Responsible AI Use 
 

 

Every successful AI governance program eventually arrives at the same realization. 

Technology does not make decisions. 

People do. 

Policies establish expectations. Governance frameworks define responsibilities. Leadership 

approves technologies and oversees organizational risk. Yet every day, hundreds of individual 

decisions are made throughout a law firm by attorneys, paralegals, legal assistants, 

administrators, marketing professionals, finance personnel, and firm leadership. Each decision 

influences how artificial intelligence is used, how client information is handled, and whether 

governance principles become part of the firm's culture or remain words on paper. 

For that reason, employee education should never be viewed as the final step in an AI 

governance program. 

It is one of its central components. 

Organizations sometimes underestimate the importance of education because they assume 

artificial intelligence is primarily a technology issue. If the correct software has been approved 

and the appropriate policies have been distributed, employees will naturally make good 

decisions. Experience consistently suggests otherwise. Even highly capable professionals 

benefit from practical guidance when technology evolves more rapidly than established 

workplace habits. 

This is particularly true within the legal profession. 

Attorneys exercise independent judgment every day. They evaluate evidence, interpret legal 

authority, negotiate agreements, advise clients, and solve complex problems that rarely have 

simple answers. Artificial intelligence now participates in many of those same workflows by 

assisting with research, drafting, document organization, summarization, and administrative 

activities. Employees therefore need more than technical instruction regarding how to operate 

new software. They need a shared understanding of how artificial intelligence fits within the 

firm's professional responsibilities and where human judgment must continue guiding every 

important decision. 
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Effective education begins with a simple objective: help employees understand the 

organization's expectations before they encounter situations requiring those expectations.  

That objective sounds obvious, yet many governance programs inadvertently reverse the 

process. Employees receive access to new technology, begin experimenting independently, and 

only later receive formal guidance after questions or concerns begin emerging. By that point, 

different departments may already have developed different habits, making consistency 

considerably more difficult to achieve. 

Education should therefore accompany technology adoption rather than follow it. 

Whenever a significant AI capability is introduced, employees should understand why the 

technology has been approved, what business purpose it serves, which use cases are 

appropriate, where limitations exist, and how governance supports responsible implementation. 

These conversations create confidence because employees recognize that leadership has 

evaluated the technology thoughtfully rather than simply making new software available without 

guidance. 

Good education also recognizes that different employees require different types of information. 

Attorneys need guidance regarding professional judgment, confidentiality, human review, and 

client communication. 

Paralegals may require additional instruction regarding document preparation, research support, 

and information handling. 

Administrative professionals often encounter AI through scheduling, communication, document 

management, finance, marketing, and human resources systems. 

Technology personnel require a deeper understanding of vendor management, enterprise 

administration, and governance oversight. 

Although the underlying governance principles remain consistent throughout the organization, 

the practical examples used during training should reflect the responsibilities employees actually 

perform each day. 

One-size-fits-all education rarely produces one-size-fits-all understanding. 

Organizations should also avoid approaching AI education as a purely technical exercise. 

Employees do not need advanced knowledge of machine learning algorithms or large language 

models to use artificial intelligence responsibly. Most professionals benefit far more from 

practical scenarios demonstrating how governance principles apply during ordinary work. 

Discussions built around realistic situations encourage employees to think critically about 

decision-making rather than memorizing technical concepts they may never use. 
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For example, a short discussion about reviewing AI-generated research before relying upon it, 

protecting confidential information when using approved platforms, or seeking guidance before 

experimenting with unfamiliar applications often provides greater long-term value than an 

extended presentation explaining how neural networks function. Governance succeeds when 

employees understand the decisions they are expected to make, not necessarily the 

engineering behind the technology itself. 

Perhaps most importantly, education should reinforce a culture in which questions are 

welcomed. 

Artificial intelligence will continue evolving long after initial training has been completed. 

Employees will discover new capabilities, vendors will introduce unfamiliar features, and clients 

will raise questions that existing guidance may not fully anticipate. Organizations should 

encourage employees to seek clarification whenever uncertainty exists rather than expecting 

every possible situation to have already been addressed within policy documents. 

That mindset transforms education from a one-time event into an ongoing conversation. 

It also strengthens governance because leadership gains valuable insight into the questions 

employees are actually encountering throughout their daily work. 

Education should also extend beyond initial training sessions. Artificial intelligence is changing 

too quickly for organizations to assume that a single presentation, policy distribution, or 

onboarding program will remain sufficient over time. Employees need periodic opportunities to 

revisit governance expectations as technology evolves, new capabilities are introduced, and 

practical experience reveals situations that were not anticipated during the initial 

implementation. 

This does not require lengthy or burdensome training programs. In fact, shorter and more 

frequent conversations are often more effective than annual seminars covering dozens of 

unrelated topics. A brief discussion during a practice group meeting, a quarterly governance 

update, or a short review of a recently approved AI capability can reinforce expectations while 

keeping governance connected to the firm's everyday operations. These regular touchpoints 

help employees recognize that AI governance is an ongoing management priority rather than a 

temporary initiative. 

Organizations should also distinguish between education and acknowledgement. 

Many firms ask employees to sign policies acknowledging that they have received and 

understand organizational expectations. While acknowledgements are valuable and often 

necessary, they should never be mistaken for education. An employee's signature 

demonstrates that the policy was received. It does not necessarily demonstrate that the 

employee understands how those expectations apply to the decisions they make throughout the 

workday. 

Acknowledgements should therefore follow meaningful education rather than replace it. 



The Law Firm Guide to AI Governance 

70 
 

Employees who understand the reasoning behind governance expectations are significantly 

more likely to apply those expectations consistently. They recognize that policies exist not to 

restrict productivity but to protect clients, support professional judgment, and create 

organizational consistency. When employees understand the purpose behind governance, 

compliance becomes a natural consequence rather than an administrative obligation. 

Many organizations also benefit from incorporating periodic attestations into their governance 

program. 

Unlike an acknowledgement, which typically confirms that an employee has received or 

reviewed a policy, an attestation asks the employee to affirm that they continue to understand 

and follow the organization's governance expectations. Periodic attestations encourage 

employees to reflect on how artificial intelligence is being used within their daily responsibilities 

while providing leadership with an opportunity to reinforce evolving guidance. They also create 

valuable documentation demonstrating that AI governance is actively maintained rather than 

treated as a one-time project completed years earlier. 

Attestations need not be complex. 

A brief quarterly or annual statement confirming that employees understand the firm's AI 

governance expectations, are using approved technologies appropriately, and will seek 

guidance whenever uncertainty exists often provides substantial value. The conversation 

surrounding the attestation is frequently more important than the document itself because it 

encourages employees to think consciously about their responsibilities rather than assuming 

that previous training remains sufficient indefinitely. 

Leadership plays an equally important role in shaping organizational culture. 

Employees pay close attention to the behavior of firm leaders. When partners and managers 

consistently follow governance expectations, openly discuss responsible AI use, and 

demonstrate thoughtful decision-making, those behaviors quickly become part of the 

organization's culture. Conversely, if leadership treats governance as optional or bypasses 

established processes for convenience, employees naturally conclude that the written policies 

are less important than the behavior they observe every day. 

Culture is built through consistency. 

Policies communicate expectations. 

Leadership demonstrates expectations. 

Employees ultimately decide whether those expectations become everyday practice. 

This relationship between leadership and culture explains why governance should never be 

delegated entirely to information technology departments or compliance personnel. Technology 

professionals provide essential expertise regarding security, vendor management, and 



Training Attorneys and Staff for Responsible AI Use 

71 
 

implementation, but organizational culture is established by leadership. Managing partners, 

practice group leaders, firm administrators, and supervisors influence governance every day 

through the priorities they communicate, the questions they ask, and the decisions they make. 

One of the strongest indicators of a healthy AI governance culture is the willingness of 

employees to ask questions before making uncertain decisions. Organizations should celebrate 

those conversations rather than viewing them as interruptions or evidence of inadequate 

training. Every question provides leadership with an opportunity to clarify expectations, improve 

policies, identify governance gaps, and strengthen organizational consistency. Over time, those 

discussions become one of the most valuable sources of continuous improvement within the 

governance program itself. 

Ultimately, responsible AI use cannot be achieved through technology alone. 

It is the product of informed professionals working within an organization that values education, 

communication, accountability, and continuous learning. When employees understand not only 

the rules but also the principles underlying those rules, governance becomes part of the firm's 

professional identity rather than another administrative requirement. 

That culture is one of the greatest competitive advantages a law firm can develop. Technology 

will continue changing, but organizations that invest in informed people, thoughtful leadership, 

and consistent governance will be well positioned to adapt with confidence while continuing to 

earn the trust of the clients they serve. 

Key Takeaways 

An effective AI governance program depends as much on people as it does on technology. 

Policies, governance frameworks, and approved software provide structure, but employees 

ultimately determine how artificial intelligence is used throughout the organization. Education 

should therefore be viewed as a strategic investment rather than a compliance obligation. 

Training should focus on developing sound professional judgment rather than technical 

expertise. Most employees do not need to understand the engineering behind artificial 

intelligence to use it responsibly. They do, however, need practical guidance regarding 

organizational expectations, confidentiality, approved use cases, human review, and the 

process for seeking assistance when uncertainty exists. 

Organizations should also distinguish between education, policy acknowledgements, and 

periodic attestations. Education develops understanding. Policy acknowledgements confirm that 

employees have received organizational guidance. Attestations provide ongoing confirmation 

that employees continue to understand and follow governance expectations. Together, these 

activities reinforce a culture of accountability while demonstrating that AI governance remains 

an active organizational responsibility. 

Finally, culture begins with leadership. Employees observe how partners, managers, and 

supervisors approach artificial intelligence far more closely than they read policy documents. 
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Organizations that consistently model responsible AI use, encourage questions, and reinforce 

governance through everyday decision-making are far more likely to develop a culture in which 

innovation and professional responsibility naturally coexist. 

 
 

Questions for Your Firm 

● Do employees understand why your AI governance policies exist, or do they simply 

know that the policies exist? 

● Is AI education integrated into onboarding, continuing education, and regular 

organizational communication? 

● Have you distinguished between employee training, policy acknowledgements, and 

periodic governance attestations? 

● Would employees feel comfortable asking for guidance before using a new AI capability, 

or are they more likely to make independent decisions without consultation? 

● Does leadership consistently model the governance expectations established throughout 

the organization? 

 
 

Action Checklist 

□ Develop role-specific AI education for attorneys, paralegals, administrative staff, and firm 

leadership. 

□ Incorporate AI governance into employee onboarding and continuing education programs. 

□ Implement policy acknowledgements following meaningful employee education. 

□ Establish periodic AI governance attestations to reinforce organizational expectations. 

□ Encourage employees to discuss new AI technologies openly before adopting them into daily 

work. 

□ Regularly communicate governance updates as technology, client expectations, and 

professional guidance evolve. 

Artificial intelligence does not exist in isolation. 

Increasingly, law firms are being asked to explain their governance practices not only to 

employees, but also to the organizations they serve. Corporate legal departments, government 

agencies, insurance carriers, and sophisticated clients are becoming more interested in how 

outside counsel manages artificial intelligence. Many firms are discovering that AI governance is 

no longer simply an internal management issue—it has become part of the client relationship 

itself. 
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The next chapter examines one of the most practical applications of AI governance: responding 

to client AI questionnaires. These requests provide an opportunity not only to demonstrate 

compliance, but also to communicate organizational maturity, build client confidence, and 

distinguish the firm through thoughtful, well-documented governance practices. 
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CHAPTER 10 

Responding to Client AI Questionnaires 

 

 

For many law firms, the first real test of an AI governance program does not come from a 

regulator, a court, or an insurance carrier. 

It comes from a client. 

Increasingly, organizations are asking their outside counsel detailed questions about artificial 

intelligence before engaging a law firm or renewing an existing relationship. Some 

questionnaires contain only a handful of questions. Others extend for several pages and explore 

topics ranging from approved AI technologies and information security to employee training, 

governance oversight, and vendor management. 

For firms encountering these requests for the first time, the experience can be unsettling. 

Leadership often discovers that answering the questions is far more difficult than expected—not 

because the firm is using artificial intelligence irresponsibly, but because many of the answers 

exist only as informal practices rather than documented governance. Attorneys know how they 

approach confidentiality. Technology teams understand the systems they administer. Firm 

leadership has established expectations through conversations and experience. Yet when a 

client requests written evidence demonstrating those practices, organizations frequently realize 

that much of their governance has never been formally documented. 

This is one of the reasons AI governance has become increasingly important. 

Good governance allows organizations to answer questions with confidence because decisions 

have already been made, documented, and communicated throughout the firm. Instead of 

assembling information from multiple departments each time a questionnaire arrives, leadership 

can rely upon an established governance program that already reflects how the organization 

evaluates technology, protects confidential information, educates employees, and manages 

ongoing oversight. 

The purpose of a client questionnaire is often misunderstood. Many firms approach these 

requests as examinations that must be passed or legal obstacles that must be overcome before 

work can begin. In reality, sophisticated clients are usually attempting to accomplish something 

much simpler. They want confidence that the law firm has approached artificial intelligence 

thoughtfully and that leadership understands how the technology is being governed.  

Clients rarely expect perfection. 
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They expect preparation. 

That distinction is important because it changes the tone of the conversation. Organizations 

should not feel pressured to claim that artificial intelligence introduces no risk or that every 

possible scenario has already been anticipated. Such statements are rarely believable and may 

ultimately undermine credibility. Clients generally recognize that artificial intelligence is evolving 

rapidly. What they want to understand is whether the firm has established a disciplined process 

for evaluating new technologies, protecting confidential information, educating employees, and 

adapting governance as circumstances change. 

In many respects, the questionnaire itself becomes an opportunity. 

Rather than viewing it as an administrative burden, organizations should recognize that 

thoughtful responses communicate maturity, professionalism, and organizational discipline. A 

well-prepared governance program demonstrates that leadership has considered issues 

extending well beyond software selection. It shows that the firm has established clear 

responsibilities, documented expectations, implemented employee education, and developed 

processes capable of adapting as artificial intelligence continues evolving. 

This is precisely why governance should always precede documentation. 

Organizations that attempt to complete client questionnaires without an established governance 

framework often find themselves creating answers specifically for that client. Responses may 

vary depending upon who completes the questionnaire, what information is readily available, or 

how individual employees interpret organizational practices. Over time, these inconsistencies 

become difficult to manage and may unintentionally create conflicting representations regarding 

the firm's AI practices. 

Organizations with mature governance programs experience something entirely different. 

Because leadership has already established governance principles, documented technology 

approvals, developed policies, trained employees, and assigned responsibilities, answering 

client questions becomes largely an exercise in describing existing organizational practices 

rather than inventing new ones. The questionnaire does not drive governance. 

Governance drives the questionnaire. 

This distinction may appear subtle, but it fundamentally changes how organizations prepare for 

client due diligence. Instead of asking, "How should we answer this question?" leadership 

begins asking, "Does our existing governance program already address this issue?" When 

governance is functioning effectively, the answer is frequently yes. 

The questions themselves are also becoming more sophisticated. 

Early AI questionnaires often focused on whether a law firm used artificial intelligence at all. 

Today, many clients assume that some level of AI use is already occurring. Their attention has 
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shifted toward understanding how that use is governed. Questions increasingly explore topics 

such as approved AI technologies, confidentiality protections, vendor evaluation, employee 

education, human review requirements, information handling practices, and the processes 

leadership follows when evaluating new AI capabilities. 

This evolution reflects a broader change occurring throughout the legal marketplace. 

Clients are becoming less interested in whether a firm uses artificial intelligence and more 

interested in whether the firm uses it responsibly. Organizations increasingly recognize that 

prohibiting AI entirely is neither practical nor necessarily desirable. They understand that 

responsible adoption can improve efficiency, responsiveness, and service quality. Their concern 

is not the presence of artificial intelligence itself, but the maturity of the governance program 

surrounding it. 

This shift presents an opportunity for firms that have invested in thoughtful governance. 

Rather than viewing governance as a defensive exercise designed only to reduce organizational 

risk, leadership should recognize that a well-developed governance program can become a 

meaningful competitive advantage. Clients place extraordinary trust in their legal advisors. 

Demonstrating that artificial intelligence is managed through clearly defined governance 

processes reinforces that trust and differentiates the firm from competitors that rely primarily on 

informal practices. 

Organizations should therefore resist the temptation to answer questionnaires with the shortest 

possible responses. 

A simple "Yes" or "No" may satisfy the wording of a question, but it rarely demonstrates 

organizational maturity. Whenever appropriate, responses should briefly explain the governance 

process supporting the answer. If the questionnaire asks whether the firm has an AI policy, 

leadership might also explain that the policy is reviewed periodically, supported by employee 

education, reinforced through acknowledgements and attestations, and incorporated into an 

ongoing governance program. A concise explanation often provides clients with greater 

confidence than a minimal response because it demonstrates that governance extends beyond 

documentation alone. 

Consistency is equally important. 

Organizations should avoid preparing every questionnaire from the beginning. Over time, 

leadership will notice that many clients ask remarkably similar questions, even if the 

questionnaires themselves differ in format or terminology. Establishing a centralized library of 

approved responses helps ensure that the firm's governance practices are described 

consistently regardless of who completes the questionnaire. It also reduces administrative effort 

because future responses can be updated rather than recreated each time a new request 

arrives. 

Supporting documentation should receive the same level of attention. 
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Clients may request copies of AI policies, summaries of governance practices, employee 

training information, approved technology lists, or descriptions of information security controls. 

Maintaining these materials in an organized, current, and readily accessible format allows 

organizations to respond promptly while reinforcing the impression that governance is an active 

management function rather than an exercise performed only when documentation is 

requested. 

It is equally important to recognize that not every question requires the same level of detail. 

Organizations should answer honestly, accurately, and consistently without disclosing 

unnecessary confidential information about internal security controls or governance processes. 

Transparency is valuable, but it should always be balanced against the organization's 

responsibility to protect sensitive operational information. Clients generally seek confidence that 

governance exists and functions effectively, not detailed descriptions of every internal control or 

security procedure. 

Leadership should also view questionnaires as valuable feedback. 

Repeated questions often reveal how client expectations are evolving throughout the 

marketplace. If multiple organizations begin requesting information about a particular 

governance topic, that trend may indicate an area deserving additional attention within the firm's 

own governance program. Rather than viewing questionnaires solely as requests for 

information, organizations can use them to identify emerging expectations before they become 

widespread industry standards. 

Over time, many firms discover that the effort invested in preparing thoughtful questionnaire 

responses produces benefits extending well beyond the immediate client relationship. 

Governance documentation becomes more organized. Policies become clearer. Employee 

education improves because recurring client questions reveal areas where additional guidance 

would be valuable. Leadership gains greater confidence discussing artificial intelligence 

because organizational practices have been examined, documented, and communicated 

consistently. 

In that sense, client questionnaires perform an important secondary function. 

They encourage organizations to evaluate their own governance with the same objectivity that 

sophisticated clients apply during due diligence. 

Firms that embrace this perspective rarely view questionnaires as interruptions. 

They view them as opportunities to demonstrate professionalism, strengthen client confidence, 

and continually improve the governance program supporting every aspect of their AI strategy. 

Key Takeaways 
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Client AI questionnaires are no longer unusual. They are becoming a routine part of vendor due 

diligence as organizations seek greater confidence that their outside counsel is managing 

artificial intelligence responsibly. Firms should therefore expect these requests to become more 

frequent and more detailed as AI governance continues to mature across the legal industry. 

The quality of a firm's responses depends upon the quality of its governance. Organizations with 

established governance processes can answer questionnaires consistently because leadership 

has already defined responsibilities, approved technologies, documented expectations, 

educated employees, and implemented ongoing oversight. Firms without that foundation often 

find themselves creating responses on an ad hoc basis, increasing the likelihood of inconsistent 

or incomplete answers. 

Client questionnaires should also be viewed as an opportunity rather than an administrative 

burden. Thoughtful responses demonstrate organizational maturity, reinforce client confidence, 

and distinguish the firm from competitors whose governance practices are informal or poorly 

documented. Every questionnaire provides an opportunity to demonstrate not only that the firm 

uses artificial intelligence responsibly, but that leadership has established a sustainable 

governance program capable of adapting as technology evolves. 

Finally, recurring client questions provide valuable insight into emerging industry expectations. 

Organizations that monitor these trends can strengthen their governance programs proactively 

rather than waiting for new expectations to become widespread. In this way, client due diligence 

becomes both a validation of existing governance and a valuable source of continuous 

improvement. 

 
 

Questions for Your Firm 

● If your largest client requested an AI governance questionnaire today, could your firm 

respond confidently within a reasonable timeframe? 

● Are your responses based upon documented governance practices, or would they rely 

primarily on informal knowledge held by individual employees? 

● Do you maintain standardized responses and supporting documentation that can be 

updated as governance evolves? 

● Have recurring client questions revealed areas where your governance program could 

be strengthened? 

● Does your governance program demonstrate not only compliance, but also 

organizational maturity and leadership? 

 
 

Action Checklist 

□ Create a centralized library of approved responses to common AI governance questions. 
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□ Maintain current copies of AI policies, governance documentation, approved technology lists, 

employee education materials, and related supporting documents. 

□ Review client questionnaires periodically to identify emerging governance expectations. 

□ Ensure questionnaire responses accurately reflect actual governance practices rather than 

aspirational goals. 

□ Periodically update standardized responses as policies, technologies, and governance 

processes evolve. 

□ Treat every client questionnaire as an opportunity to strengthen both governance and client 

confidence. 

Artificial intelligence governance extends beyond client expectations. 

Law firms must also operate within a professional framework shaped by ethical obligations, 

court decisions, bar guidance, and evolving standards of competence. While these authorities 

continue developing, they share a common expectation: attorneys remain responsible for the 

work they produce, regardless of the technologies used to assist them. 

The next chapter examines how courts, ethics opinions, and professional responsibility are 

influencing AI governance, and why technological innovation never diminishes an attorney's 

duty to exercise independent professional judgment, protect client confidences, and provide 

competent legal representation. 
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CHAPTER 11 

Courts, Ethics, and Professional 

Responsibility 
 

 

Artificial intelligence may be changing how legal work is performed, but it has not changed what 

clients expect from their attorneys. 

Clients continue to expect competent legal advice. Courts continue to expect accurate filings. 

Professional conduct rules continue to require confidentiality, diligence, communication, and 

independent professional judgment. These obligations existed long before artificial intelligence 

entered the legal profession, and they remain the foundation upon which every AI governance 

program should be built. 

This distinction is sometimes overlooked. 

Public discussion surrounding artificial intelligence often focuses on the technology itself—its 

capabilities, limitations, and future potential. Within the legal profession, however, the more 

important question is rarely what artificial intelligence can do. The more important question is 

how attorneys should use it while continuing to satisfy the professional responsibilities that 

define the practice of law. 

That perspective changes the conversation. Artificial intelligence should not be viewed as 

creating an entirely new set of ethical obligations. Instead, it requires attorneys to apply long-

established professional responsibilities within a rapidly changing technological environment.  

Competence provides a useful example. 

For generations, attorneys have been expected to maintain the knowledge and skill reasonably 

necessary to represent their clients effectively. As technology became increasingly integrated 

into legal practice, that expectation naturally expanded to include an understanding of the 

technologies influencing client representation. Today, artificial intelligence has become one of 

those technologies. 

Competence does not require every attorney to become an expert in machine learning, neural 

networks, or the mathematics underlying large language models. It does require attorneys to 

understand how the technologies they choose to use may influence the quality of their work, the 

protection of confidential information, and the advice ultimately provided to clients. Attorneys 

should understand both the capabilities and the limitations of the systems assisting their work, 
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recognizing that artificial intelligence can generate convincing responses that nevertheless 

require careful verification and professional review. 

Independent professional judgment is equally important. 

Artificial intelligence can organize information, summarize documents, identify legal authorities, 

suggest language, and accelerate many aspects of legal work. It cannot assume responsibility 

for the legal conclusions ultimately reached or the advice provided to a client. Those decisions 

require judgment informed by experience, ethics, context, and an understanding of the client's 

objectives—qualities that remain uniquely human regardless of how sophisticated technology 

becomes. 

This principle should influence every AI governance decision made within a law firm. 

Governance should never encourage employees to substitute AI-generated output for 

professional analysis. Instead, intelligent technologies should be viewed as tools that assist 

attorneys in performing their work more efficiently while preserving the attorney's responsibility 

to evaluate, verify, and ultimately stand behind every work product delivered to a client. 

Confidentiality represents another enduring professional obligation that has taken on renewed 

significance in the age of artificial intelligence. 

Attorneys have always been expected to safeguard information relating to the representation of 

their clients. Artificial intelligence does not diminish that obligation. Rather, it expands the range 

of circumstances in which attorneys must carefully consider how information is collected, 

processed, transmitted, stored, and shared. Every decision involving AI should therefore be 

informed by the same commitment to confidentiality that governs every other aspect of legal 

practice. 

This responsibility extends beyond the visible use of AI applications. 

Attorneys should understand how approved technologies handle client information, what 

contractual protections exist, whether administrative controls have been established 

appropriately, and how organizational governance supports responsible information 

management. Professional responsibility increasingly requires attorneys to understand not only 

the legal issues affecting their clients, but also the technological environment within which those 

clients are represented. 

As courts, bar associations, and professional organizations continue issuing guidance regarding 

artificial intelligence, one principle has emerged with remarkable consistency. 

Technology may assist legal work. 

Responsibility for that work remains with the attorney. 

This principle should never be viewed as a limitation on innovation. 
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It is the foundation that makes responsible innovation possible. 

Organizations that understand this relationship are able to adopt artificial intelligence confidently 

because governance reinforces, rather than replaces, the professional responsibilities that have 

always defined the legal profession. 

Professional responsibility also extends to supervision. 

Law firms have long recognized that partners and supervising attorneys remain responsible for 

ensuring that legal work performed by associates, paralegals, and support staff meets the firm's 

professional standards. Artificial intelligence should be viewed through the same lens. If an 

attorney chooses to incorporate AI into a workflow, responsibility for the resulting work does not 

shift to the technology. The attorney remains accountable for verifying the accuracy of the 

information, exercising independent judgment, and ensuring that every client-facing work 

product satisfies the firm's professional and ethical obligations. 

This principle has important implications for organizational governance. 

Leadership should not assume that individual attorneys will naturally develop consistent 

approaches to AI-assisted work. Without clear expectations, one attorney may rely heavily on 

AI-generated summaries while another refuses to use AI altogether. A third may develop 

informal practices that differ significantly from those followed elsewhere within the firm. Although 

each attorney may believe they are acting responsibly, inconsistent approaches make it difficult 

for the organization to demonstrate that artificial intelligence is being governed thoughtfully and 

consistently. 

Governance provides the structure necessary to support professional responsibility across the 

entire firm. 

Rather than dictating legal judgment, governance establishes common expectations regarding 

technology selection, confidentiality, human review, documentation, and ongoing education. 

Attorneys remain free to exercise professional discretion within their individual matters, but they 

do so within a framework that reflects the organization's shared commitment to responsible AI 

use. This balance allows firms to preserve professional independence while promoting 

consistency in the way technology is incorporated into legal practice. 

Courts are also contributing to the evolution of AI governance. 

Although judicial guidance continues to develop, a consistent pattern is beginning to emerge. 

Courts are not evaluating whether attorneys use artificial intelligence. Instead, they are 

examining how attorneys use it and whether appropriate professional judgment remains evident 

throughout the legal process. Cases involving inaccurate citations, unsupported factual 

assertions, or inadequate review of AI-generated work have demonstrated that technology does 

not excuse failures of competence or diligence. The responsibility for every filing, 

representation, and legal argument remains with the attorney whose name appears on the 

document. 
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These cases should not be interpreted as warnings against artificial intelligence itself. 

Instead, they reinforce a principle that has always existed within the legal profession. Attorneys 

have a duty to verify the accuracy of the work they submit to courts and clients, regardless of 

the tools used during its preparation. Artificial intelligence does not create a new ethical 

obligation in this respect; it simply introduces another technology whose output must be 

reviewed with the same professional care applied to every other aspect of legal practice. 

This understanding should influence the culture of every law firm. 

Artificial intelligence should never become a substitute for legal analysis or professional 

reasoning. It should be viewed as a resource that enhances productivity, supports research, 

improves organization, and assists with drafting while leaving final responsibility exactly where it 

has always belonged—with the attorney. Employees should understand that the value of AI lies 

in its ability to assist professional work, not replace the professional exercising judgment over 

that work. 

Professional responsibility also requires organizations to remain attentive to change. 

Ethics opinions continue to evolve. Courts continue issuing decisions that clarify expectations. 

Bar associations regularly publish guidance addressing emerging technologies and their 

implications for legal practice. Organizations should therefore treat AI governance as a living 

program capable of adapting as professional expectations develop. Periodic review of 

governance practices helps ensure that policies, education, and technology decisions remain 

aligned with current guidance rather than relying upon assumptions formed years earlier. 

Perhaps the most important lesson is that artificial intelligence has not altered the fundamental 

relationship between attorneys and their clients. 

Clients continue placing their trust in people, not software. 

They expect their attorneys to exercise sound judgment, protect confidential information, 

communicate honestly, and provide competent legal advice. Artificial intelligence may support 

those responsibilities in meaningful ways, but it cannot assume them. Every governance 

decision should therefore reinforce a simple principle that extends throughout the legal 

profession. 

Technology may change the way legal services are delivered. 

It should never change the professional standards by which those services are judged. 

Key Takeaways 

Artificial intelligence has not changed the fundamental ethical responsibilities of attorneys. 

Competence, confidentiality, diligence, communication, and independent professional judgment 

remain the foundation of legal practice regardless of the technologies used to support client 
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work. AI governance should therefore be viewed as an extension of existing professional 

responsibilities rather than the creation of an entirely new ethical framework. 

Responsible AI use depends upon informed human judgment. Artificial intelligence can assist 

with research, drafting, organization, summarization, and countless administrative tasks, but it 

cannot assume responsibility for legal advice or professional decision-making. Attorneys remain 

accountable for verifying the accuracy of AI-assisted work, protecting confidential information, 

and ensuring that every client-facing work product meets the same standard of quality expected 

throughout the profession. 

Organizations should also recognize that professional responsibility extends beyond individual 

attorneys. Leadership has an obligation to establish governance frameworks that promote 

consistent practices across the firm, provide practical guidance, support employee education, 

and adapt as courts, ethics authorities, and professional expectations continue to evolve. 

Governance enables organizations to apply enduring ethical principles consistently as 

technology changes. 

Perhaps most importantly, clients place their trust in attorneys—not technology. Artificial 

intelligence may enhance efficiency and improve many aspects of legal practice, but it does not 

replace the professional relationship between lawyer and client. Every governance decision 

should reinforce that trust by ensuring technology supports, rather than compromises, the 

professional standards that define the legal profession. 

 
 

Questions for Your Firm 

● Does your AI governance program clearly reinforce that attorneys remain responsible for 

every AI-assisted work product? 

● Have employees received practical guidance regarding competence, confidentiality, 

human review, and professional judgment when using AI? 

● Is your governance program reviewed periodically as courts, bar associations, and 

ethics authorities continue issuing AI-related guidance? 

● Do supervising attorneys understand their responsibilities for overseeing AI-assisted 

work performed within their practice groups? 

● If a court or client questioned your firm's use of artificial intelligence, could leadership 

demonstrate that governance is built upon established principles of professional 

responsibility? 

 
 

Action Checklist 

□ Review your AI governance program to ensure it aligns with existing professional and ethical 

obligations. 
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□ Reinforce attorney responsibility for reviewing and approving all AI-assisted legal work. 

□ Monitor emerging court decisions, ethics opinions, and bar guidance related to artificial 

intelligence. 

□ Incorporate professional responsibility scenarios into AI education and continuing training. 

□ Establish a recurring governance review process to ensure organizational practices remain 

aligned with evolving legal and ethical expectations. 

□ Emphasize throughout the organization that AI is a professional tool—not a substitute for 

professional judgment. 

By this point, a law firm should have established leadership responsibilities, governance 

processes, practical policies, approved technologies, employee education, and an 

understanding of the professional responsibilities that guide AI use. The remaining challenge is 

demonstrating that all of those activities have actually occurred. 

That is where documentation becomes indispensable. 

Documentation is often misunderstood as an administrative exercise performed solely to satisfy 

auditors or respond to client requests. In reality, documentation is how an organization proves 

that governance exists. It transforms decisions, policies, approvals, training, reviews, and 

oversight into evidence that can be shared with clients, insurers, regulators, courts, or firm 

leadership whenever questions arise. 

The next chapter brings together everything discussed throughout this book by examining how 

organizations can build audit-ready AI governance documentation—documentation that 

demonstrates not only compliance, but also the maturity, consistency, and discipline of a well-

governed AI program. 
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CHAPTER 12 

Building Audit-Ready AI Governance 

Documentation 

 

 

A governance program that cannot be demonstrated is difficult to distinguish from one that does 

not exist. 

This reality surprises many organizations. 

Leadership may have invested months developing policies, evaluating AI technologies, 

educating employees, and establishing thoughtful governance processes. Employees 

understand organizational expectations. Approved technologies are being used responsibly. 

Confidential information is protected through well-defined procedures. Governance has become 

part of the firm's culture. 

Yet when a client, insurer, regulator, or court asks a simple question— 

"Can you demonstrate your AI governance program?" 

—the organization suddenly discovers that much of its good work exists only in conversations, 

meeting notes, or institutional knowledge. 

Good governance deserves good documentation. 

Documentation is not created because organizations distrust their employees or expect litigation 

around every decision. It exists because memory fades, leadership changes, employees move 

on, and external stakeholders often require evidence rather than assurances. Well-maintained 

documentation allows an organization to demonstrate that governance has been intentional, 

consistent, and continuously maintained over time. 

This is one of the reasons documentation should always be viewed as the final product of 

governance rather than its starting point. 

Organizations sometimes begin by asking what documents they should create. A more 

productive question is different: "What decisions should we be able to prove we made?"  

"What decisions should we be able to prove we made?" 

Once those decisions have been identified, the documentation largely becomes self-evident. 
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If leadership approved an AI policy, there should be a record of that approval. 

If certain technologies were evaluated before implementation, the evaluation should be 

documented. 

If employees received education regarding responsible AI use, there should be records 

demonstrating that the education occurred. 

If governance reviews are performed periodically, those reviews should leave an audit trail 

describing what was evaluated, what changed, and why those decisions were made. 

Documentation tells the story of governance. 

Without that story, individual documents often lose much of their meaning. 

A policy demonstrates considerably more value when accompanied by evidence showing that it 

has been reviewed, updated, communicated to employees, and incorporated into everyday 

organizational practice. Similarly, an approved technology list becomes substantially more 

valuable when it includes the reasoning behind approval decisions, the intended business 

purpose of each application, review dates, and the individual or committee responsible for 

ongoing oversight. 

This broader perspective transforms documentation from a filing exercise into an organizational 

asset. 

Leadership no longer maintains records simply because someone might ask for them in the 

future. Documentation becomes the institutional memory of the governance program itself. It 

allows new leaders to understand previous decisions, provides consistency when employees 

change roles, supports future technology evaluations, and demonstrates to external 

stakeholders that governance has been managed thoughtfully rather than reactively. 

One of the most effective ways to organize governance documentation is to think in terms of 

governance records rather than individual documents. 

A mature governance program should capture the major activities that define responsible 

oversight throughout the organization. These records collectively describe how leadership 

governs artificial intelligence rather than simply identifying the policies that have been written. 

For most law firms, these governance records fall into several broad categories. 

Leadership documentation records how governance responsibilities have been assigned, 

identifies the individuals responsible for oversight, and preserves significant governance 

decisions made over time. 
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Policy documentation includes current policies, historical versions, approval dates, review 

schedules, and evidence that employees have received and acknowledged organizational 

guidance. 

Technology documentation records approved AI applications, vendor evaluations, approved 

business use cases, review histories, and significant changes affecting previously approved 

technologies. 

Education documentation demonstrates that employees have received practical guidance 

regarding responsible AI use and includes policy acknowledgements, training records, periodic 

attestations, and updates communicated as governance evolves. 

Finally, governance review records document the organization's ongoing oversight activities, 

including annual policy reviews, technology reassessments, governance committee meetings, 

vendor evaluations, and continuous improvement efforts. 

Together, these records create something far more valuable than a collection of isolated 

documents. 

They create evidence. 

The value of documentation becomes most apparent when an organization is asked to explain 

its governance program months or even years after an important decision was made. Without 

documentation, leadership often relies upon memory, informal discussions, or the recollections 

of employees who may no longer be with the firm. With documentation, the organization can 

demonstrate not only what decision was made, but also when it was made, why it was made, 

who participated in the evaluation, and how that decision has been reviewed over time. This 

historical perspective provides continuity that would otherwise be difficult to maintain as 

technologies, personnel, and business priorities inevitably change. 

Organizations should also recognize that documentation is most effective when it reflects 

normal business operations rather than extraordinary administrative effort. One of the most 

common mistakes firms make is treating governance records as projects that are assembled 

only after a client questionnaire arrives or a regulatory request is received. This approach often 

produces incomplete records, inconsistent information, and unnecessary stress because 

leadership is forced to reconstruct decisions that should have been documented when they 

originally occurred. 

A more sustainable approach is to integrate documentation into the governance process itself. 

When leadership approves a new AI technology, the approval record should be created at the 

same time. When an annual policy review is completed, the review summary should be 

documented before the meeting concludes. When employees complete AI governance training, 

the completion should be recorded as part of the training process rather than weeks or months 

later. Documentation becomes significantly easier to maintain when it is created alongside the 

activity it describes instead of being reconstructed after the fact. 
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Organizations should also avoid documenting information simply because it might someday 

prove useful. Good governance documentation is purposeful. Every record should answer a 

meaningful governance question or provide evidence supporting an important organizational 

decision. Excessive documentation often becomes difficult to maintain, causing employees to 

spend more time managing records than improving governance itself. The objective is not to 

document everything. The objective is to document the decisions and activities that demonstrate 

responsible oversight. 

Consistency is equally important. 

Governance records should follow common formats, use consistent terminology, and be 

organized so that information can be located quickly when needed. A policy review should look 

similar to previous policy reviews. Technology evaluations should follow a standard structure. 

Governance meeting summaries should record comparable information from one meeting to the 

next. Consistency makes documentation easier to maintain internally while also demonstrating 

organizational discipline to external stakeholders reviewing the firm's governance program. 

Accessibility deserves careful consideration as well. 

Documentation cannot support governance if employees cannot locate it. Governance records 

should be organized in a central location with appropriate access controls, version 

management, and retention practices that reflect the firm's broader information governance 

strategy. Leadership should know where governance records are maintained, who is 

responsible for updating them, and how historical versions can be retrieved when questions 

arise. A well-organized repository not only improves operational efficiency but also reinforces 

confidence that governance is being managed systematically rather than informally. 

Another hallmark of mature documentation is version history. 

Governance evolves because organizations learn, technologies improve, and professional 

expectations change. Rather than replacing older records without preserving context, firms 

should maintain a history showing how policies, approvals, and governance decisions have 

developed over time. This historical record demonstrates continuous improvement and allows 

leadership to understand the reasoning behind previous decisions instead of repeatedly 

revisiting the same questions. It also provides valuable evidence that governance has remained 

active rather than static. 

Perhaps the greatest benefit of strong documentation is the confidence it provides. 

When governance has been documented consistently, organizations no longer approach client 

questionnaires, insurer requests, internal reviews, or regulatory inquiries with uncertainty. 

Leadership knows where information resides, understands how governance decisions were 

made, and can explain the evolution of the firm's AI program with confidence. Documentation 

transforms governance from something the organization believes it has accomplished into 

something it can clearly demonstrate through objective evidence. 
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Ultimately, documentation is not about creating paperwork. 

It is about preserving trust. 

Every governance record tells part of the story of how the organization has chosen to manage 

artificial intelligence responsibly. Together, those records demonstrate that governance is not an 

isolated initiative or a collection of disconnected policies. It is an ongoing management discipline 

supported by thoughtful leadership, consistent decision-making, continuous improvement, and a 

commitment to protecting both clients and the profession as artificial intelligence continues to 

reshape the practice of law. 

Key Takeaways 

Documentation is the evidence that transforms governance from an internal management 

process into something that can be demonstrated with confidence. Policies, technology 

evaluations, employee education, governance reviews, and leadership decisions all contribute 

to a complete governance record, but they provide the greatest value when they are organized 

as part of a coherent system rather than maintained as isolated documents. 

The strongest governance documentation is created during normal business operations, not 

reconstructed after the fact. Recording decisions when they are made, documenting reviews 

when they occur, and maintaining current governance records throughout the year reduces 

administrative effort while improving accuracy and consistency. Organizations that integrate 

documentation into their everyday governance activities are far better prepared to respond to 

client requests, insurer inquiries, regulatory reviews, and internal audits. 

Good documentation is also purposeful. It should preserve the decisions that matter, explain 

why those decisions were made, identify who was responsible, and demonstrate how 

governance has evolved over time. Version histories, periodic reviews, and consistent 

recordkeeping help create an institutional memory that survives personnel changes and 

supports future decision-making. 

Ultimately, documentation is not about creating more paperwork. It is about demonstrating that 

governance is active, deliberate, and continuously maintained. Well-organized governance 

records provide confidence not only to clients and external stakeholders, but also to leadership, 

because they show that the organization has approached artificial intelligence with the same 

discipline and professionalism that it brings to every other aspect of legal practice. 

 
 

Questions for Your Firm 

● Could your firm demonstrate its AI governance program without relying on individual 

employees' memories? 

● Are governance records created as decisions are made, or are they assembled only 

when documentation is requested? 
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● Do your governance records explain why important AI decisions were made, or do they 

simply record the outcome? 

● Are policies, technology approvals, employee education, governance reviews, and 

leadership decisions maintained in a central, organized repository? 

● If a client, insurer, regulator, or court requested evidence of your AI governance program 

tomorrow, would your documentation demonstrate a mature and continuously 

maintained process? 

 
 

Action Checklist 

□ Create a centralized repository for all AI governance documentation. 

□ Document governance decisions as they occur rather than reconstructing them later. 

□ Maintain version histories for policies, governance reviews, and significant technology 

approvals. 

□ Standardize documentation formats to improve consistency and retrieval. 

□ Schedule periodic reviews to confirm governance records remain current and complete. 

□ Ensure documentation demonstrates not only compliance, but also the reasoning, leadership, 

and oversight supporting every significant governance decision. 

At this point in the book, the reader has built a complete AI governance program. 

They understand AI Exposure. 

They have established leadership responsibilities. 

They have developed governance policies. 

They know how to evaluate AI technologies. 

They understand how to protect confidential information. 

They have educated their employees. 

They can respond confidently to client questionnaires. 

They understand the professional responsibilities that accompany AI use. 

And they know how to document their governance program in a way that demonstrates 

accountability and organizational maturity. 
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The final section of this book looks beyond today's governance challenges and toward the 

future. 

Artificial intelligence is not slowing down. AI agents, autonomous workflows, increasingly 

capable reasoning models, evolving client expectations, new regulatory frameworks, and rapidly 

changing business practices will continue reshaping the legal profession for years to come. 

The question is no longer whether law firms will continue adapting. 

The question is whether their governance programs are designed to evolve with them. 

The next chapter explores how organizations can build a culture of continuous AI 

governance—one that remains effective not only for today's technologies, but also for the 

innovations that have yet to emerge. 
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CHAPTER 13 

Continuous AI Governance 
 

 

One of the greatest misconceptions surrounding AI governance is that it is a project with a finish 

line. 

Organizations often approach governance the same way they approach many other initiatives. 

Leadership recognizes a new challenge, assembles a team, develops policies, evaluates 

technology, trains employees, completes the necessary documentation, and eventually 

concludes that the project is finished. Attention naturally shifts toward other priorities while the 

governance program remains largely unchanged until another significant event demands 

review. 

Artificial intelligence does not operate that way. Unlike many business initiatives that can be 

completed and maintained through occasional updates, AI continues evolving almost 

continuously. Software vendors release new capabilities at an extraordinary pace. Existing 

platforms receive major functionality through routine updates. New AI models appear regularly, 

often changing what organizations consider possible within only a few months. At the same 

time, courts issue new decisions, bar associations publish additional guidance, clients introduce 

more sophisticated governance expectations, and insurers continue refining their underwriting 

questions.  

In that environment, a governance program that remains unchanged for long periods rarely 

remains effective. 

The organizations most likely to succeed are not those that attempt to predict every future 

development. They are the organizations that build governance processes capable of adapting 

as change occurs. 

This distinction represents the difference between maintaining documents and maintaining 

governance. 

Policies eventually become outdated. 

Approved technology lists require revision. 

Training materials must be refreshed. 

Governance records continue expanding. 
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None of these developments should be viewed as evidence that the original governance 

program failed. Quite the opposite. They demonstrate that governance is functioning exactly as 

intended. A mature governance program expects change and incorporates regular review as 

part of its normal operating rhythm. 

One of the healthiest indicators of governance maturity is the organization's willingness to revisit 

previous decisions. 

Leadership should never assume that an approval made two years ago remains appropriate 

simply because it has not yet created problems. Technology evolves. Business priorities 

change. Clients introduce new expectations. Information security practices improve. Vendors 

modify licensing terms, enterprise controls, and data handling practices. Each of these 

developments provides an opportunity to confirm that previous decisions continue supporting 

the firm's objectives. 

This philosophy encourages organizations to think less about maintaining static documentation 

and more about maintaining institutional awareness. 

Governance should become part of the firm's normal management cycle in much the same way 

financial planning, cybersecurity, strategic planning, and risk management already function. 

Leadership periodically reviews the organization's AI strategy, evaluates significant 

technological developments, confirms that policies remain appropriate, assesses employee 

education, and identifies opportunities to improve governance based upon practical experience 

gained throughout the year. 

These reviews do not need to become lengthy administrative exercises. 

In many organizations, an annual governance review supported by quarterly discussions is 

more than sufficient to maintain an effective program. The objective is not to create 

unnecessary meetings or excessive documentation. The objective is to ensure that leadership 

continues thinking deliberately about artificial intelligence rather than assuming yesterday's 

decisions will remain appropriate indefinitely. 

Continuous governance also creates an important cultural advantage. 

Employees become accustomed to discussing artificial intelligence as a normal part of 

organizational decision-making rather than an occasional topic addressed only when problems 

arise. New technologies are introduced through established governance processes. Questions 

are encouraged. Practical experience informs future improvements. Governance gradually 

becomes embedded within the firm's culture instead of existing as a separate compliance 

initiative managed in isolation. 

This cultural shift is often one of the most valuable outcomes of a mature governance program. 

Organizations stop reacting to technological change. 
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They begin anticipating it. 

Rather than asking how they should respond after new AI capabilities appear, leadership 

already possesses a framework for evaluating those developments consistently. Decisions 

become more confident because they are guided by principles that remain stable even as 

technology continues changing. 

 

 

THE FROSTKEY PRINCIPLE 

Continuous governance therefore should not be viewed as additional work.  

It is the process that protects the investment already made in building the governance 

program itself. 

 

Without continuous review, policies gradually lose relevance, documentation becomes outdated, 

employees receive less guidance, and leadership slowly loses visibility into how artificial 

intelligence is actually being used throughout the organization. 

With continuous review, governance remains aligned with both technological change and the 

firm's long-term professional responsibilities. 

That alignment is what allows organizations to innovate with confidence while continuing to earn 

the trust of clients, employees, insurers, regulators, and the courts. 

Continuous governance also depends upon meaningful measurement. 

Organizations often ask how they can determine whether their AI governance program is 

working. The answer is not found in the number of policies that have been written or the volume 

of documentation that has been accumulated. Those records are important, but they measure 

activity rather than effectiveness. A more valuable assessment considers whether governance 

is influencing organizational behavior in the way leadership intended. 

For example, are employees requesting approval before adopting new AI technologies? Are 

governance reviews occurring according to schedule? Are approved technology lists being 

updated as software evolves? Are employees asking thoughtful questions when new 

capabilities are introduced? Are client questionnaires becoming easier to complete because 

governance documentation is readily available? Positive answers to these questions suggest 

that governance has become part of the organization's normal operating practices rather than 

remaining an isolated compliance initiative. 

Continuous improvement should also become an explicit objective of every governance review. 
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No governance program is perfect from the beginning, nor should leadership expect it to be. 

Organizations learn through experience. Employees identify practical challenges that were not 

anticipated during initial planning. Vendors introduce capabilities that create new opportunities. 

Clients ask questions that reveal emerging expectations. Rather than viewing these 

developments as evidence that governance requires constant repair, mature organizations 

recognize them as opportunities to strengthen the program over time. 

This perspective encourages a culture of learning rather than one of simple compliance. 

Instead of asking whether the organization has met every requirement, leadership begins asking 

whether the governance program is stronger today than it was a year ago. Have policies 

become clearer? Has employee education improved? Are technology evaluations more 

consistent? Is documentation easier to maintain? Are governance discussions occurring more 

naturally throughout the organization? These questions focus attention on organizational 

maturity rather than administrative completion. 

Leadership should also remain attentive to developments occurring beyond the firm itself. 

Artificial intelligence is evolving within a broader professional and business environment. Courts 

continue issuing decisions that influence legal practice. Bar associations publish new guidance. 

Corporate legal departments refine their expectations of outside counsel. Professional liability 

insurers introduce new underwriting considerations. Software vendors expand enterprise 

capabilities while governments around the world continue exploring regulatory approaches to 

artificial intelligence. Each of these developments provides valuable information that should 

inform periodic governance reviews. 

Organizations do not need to react immediately to every industry announcement or technology 

release. Doing so would create unnecessary disruption and make governance difficult to 

sustain. Instead, leadership should establish a regular process for monitoring meaningful 

developments, evaluating their potential impact, and determining whether changes to 

governance are warranted. This measured approach allows organizations to remain informed 

without becoming reactive. 

Another hallmark of mature governance is the willingness to retire outdated practices. 

As technology evolves, certain procedures that once seemed appropriate may no longer provide 

meaningful value. New enterprise capabilities may eliminate the need for manual workarounds. 

Improved administrative controls may simplify approval processes. Additional experience may 

reveal that some documentation requirements create unnecessary effort without improving 

governance outcomes. Continuous governance should therefore include periodic simplification 

as well as expansion. The objective is not to accumulate governance indefinitely, but to maintain 

a program that remains both effective and practical. 

This emphasis on practicality is especially important for small and mid-sized law firms. 
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Governance should support the practice of law rather than compete with it. Every policy, review 

process, training activity, and documentation requirement should contribute meaningful value. If 

a governance activity no longer improves decision-making, reduces organizational risk, or 

strengthens client confidence, leadership should be willing to reconsider whether that activity 

continues serving its intended purpose. Simplicity often becomes one of the defining 

characteristics of governance programs that remain successful over many years. 

Ultimately, continuous governance reflects a broader philosophy about leadership. 

Organizations cannot control the pace at which artificial intelligence will continue evolving. They 

cannot predict every technological breakthrough, anticipate every client request, or foresee 

every future regulatory development. They can, however, establish a governance program 

capable of responding thoughtfully, consistently, and confidently as those changes occur. That 

capability becomes one of the organization's greatest strategic strengths because it allows 

innovation and professional responsibility to advance together rather than competing with one 

another. 

In the end, continuous governance is not about keeping pace with artificial intelligence. 

It is about ensuring that the organization's judgment, values, and professional standards 

continue guiding every important decision, regardless of how rapidly the technology changes. 

Key Takeaways 

AI governance should never be viewed as a project with a defined end date. Artificial 

intelligence will continue evolving, client expectations will continue changing, and professional 

guidance will continue developing. Organizations that treat governance as a one-time initiative 

will eventually find their policies, documentation, and practices falling behind the technology 

they are intended to govern. 

Continuous governance is built around regular review rather than constant change. Periodic 

evaluations of policies, approved technologies, employee education, vendor relationships, and 

governance documentation allow organizations to adapt thoughtfully without reacting to every 

new product announcement or industry trend. The objective is not to revise governance 

continuously, but to ensure it remains aligned with the firm's professional responsibilities and 

strategic objectives. 

A mature governance program also embraces continuous improvement. Leadership should 

expect the program to evolve as employees gain experience, clients ask new questions, 

technologies mature, and governance practices become more refined. The strongest 

governance frameworks are rarely those that were perfect from the beginning. They are the 

ones that improve steadily over time through thoughtful review, practical experience, and 

disciplined leadership. 

Ultimately, continuous governance is about preserving organizational confidence. Firms cannot 

predict every future development in artificial intelligence, but they can build governance 
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programs capable of evaluating change consistently. That capability allows organizations to 

embrace innovation without sacrificing the principles, professional judgment, and client trust that 

define the practice of law. 

 
 

Questions for Your Firm 

● Does your AI governance program include scheduled reviews, or is it updated only when 

external circumstances require change? 

● How does leadership monitor developments in AI technology, client expectations, and 

professional guidance that may affect governance decisions? 

● Have you established a process for evaluating whether existing policies and approved 

technologies remain appropriate as AI capabilities evolve? 

● Does your governance program encourage continuous learning and improvement, or is it 

viewed primarily as a compliance requirement? 

● If your firm looked back one year from today, would your governance program be 

measurably stronger than it is now? 

 
 

Action Checklist 

□ Schedule annual AI governance reviews supported by periodic leadership discussions 

throughout the year. 

□ Monitor significant developments in AI technology, professional guidance, client expectations, 

and vendor capabilities. 

□ Review approved AI technologies regularly to confirm they remain aligned with organizational 

objectives. 

□ Update employee education whenever meaningful governance changes occur. 

□ Periodically simplify governance processes that no longer provide meaningful value. 

□ Measure the effectiveness of your governance program based on organizational behavior and 

decision-making rather than documentation alone. 

The governance framework developed throughout this book has been intentionally practical. It 

begins with understanding AI Exposure, progresses through leadership, policies, technology 

evaluation, confidentiality, employee education, professional responsibility, and documentation, 

and concludes with a governance process designed to evolve alongside the technology itself. 
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One final question remains. 

Where is artificial intelligence taking the legal profession next, and how should law firms 

prepare for a future that will almost certainly look very different from today? 

The final chapter explores that question by examining emerging technologies, AI agents, 

autonomous workflows, changing client expectations, and the characteristics that will distinguish 

law firms prepared to lead in the next era of legal practice rather than simply react to it. 



 

100 
 

CHAPTER 14 

The Future of AI Governance 

 

 

When most people think about the future of artificial intelligence, they naturally focus on the 

technology itself. 

Will AI become more intelligent? 

Will it replace additional administrative work? 

Will it draft more sophisticated legal documents? 

Will it eventually perform tasks that today require experienced attorneys? 

These are important questions, but they are not the questions that should concern law firm 

leadership most. 

Technology has always advanced. The more important question is how organizations will 

govern that technology as it becomes increasingly capable, increasingly autonomous, and 

increasingly integrated into every aspect of legal practice.  

The future of AI governance is therefore not about predicting which software products will 

dominate the market or which AI models will become the industry standard. Those answers will 

change repeatedly over the coming years. The organizations that succeed will be those that 

develop governance principles capable of adapting regardless of which technologies ultimately 

prevail. 

History provides useful perspective. 

Few organizations correctly predicted the impact of email, cloud computing, smartphones, or 

remote work. Even fewer accurately anticipated the speed with which those technologies 

became essential to everyday business operations. Artificial intelligence is likely to follow a 

similar path, although the pace of change may be even faster. Capabilities that seem 

extraordinary today may become routine business functions within only a few years. 

This reality reinforces one of the central themes of this book. 

Governance should always be built around principles rather than predictions. 
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Organizations that attempt to build governance around today's specific technologies often 

discover that their policies become outdated almost immediately. Organizations that establish 

clear principles regarding confidentiality, professional responsibility, leadership accountability, 

human oversight, and continuous improvement are far better positioned to evaluate whatever 

technologies emerge next. 

One of the most significant developments already beginning to reshape legal practice is the 

emergence of AI agents. 

Unlike today's AI assistants, which generally respond to individual prompts or isolated requests, 

AI agents are increasingly capable of performing multi-step tasks with limited human 

intervention. An AI agent may eventually schedule meetings, organize documents, coordinate 

research, draft correspondence, monitor deadlines, prepare reports, retrieve information from 

multiple systems, and complete administrative workflows that previously required several 

different employees and software applications. 

These capabilities present remarkable opportunities for improving efficiency. 

They also expand the importance of governance. 

As AI systems become capable of taking increasingly independent actions, organizations will 

need to define not only which technologies may be used but also which decisions should always 

remain under human control. Leadership will need to establish clear boundaries regarding 

authority, oversight, review requirements, escalation procedures, and accountability whenever 

intelligent systems begin performing more complex organizational functions. 

Fortunately, the governance principles discussed throughout this book remain remarkably 

applicable. 

Whether artificial intelligence assists with drafting a single email or coordinates an entire 

business process, leadership must still determine appropriate use cases, protect confidential 

information, establish employee expectations, document governance decisions, and ensure that 

human judgment remains central to professional responsibilities. 

The technology changes. 

Good governance does not. 

This distinction should provide reassurance rather than concern. 

Organizations do not need to predict every future capability to prepare for the future. They need 

a governance framework capable of evaluating new capabilities as they emerge. That 

framework becomes increasingly valuable because it allows leadership to respond thoughtfully 

instead of reacting impulsively whenever another technological breakthrough captures public 

attention. 
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The legal profession itself is also changing. 

Clients are becoming more knowledgeable about artificial intelligence. Many organizations are 

developing sophisticated governance programs of their own and increasingly expect their 

outside counsel to demonstrate similar maturity. Questions that once focused primarily on 

cybersecurity are expanding to include AI governance, approved technologies, employee 

education, information handling, and organizational oversight. 

These expectations are unlikely to diminish. 

If anything, they will become part of the normal relationship between sophisticated clients and 

the law firms they trust with their most important matters. 

Organizations that prepare today will be considerably better positioned to meet those 

expectations tomorrow. 

The firms that will thrive over the next decade are unlikely to be those that simply adopt the 

newest artificial intelligence first. 

They will be the firms that learn to evaluate innovation thoughtfully, implement it responsibly, 

and adapt their governance as technology continues to evolve. In other words, competitive 

advantage will increasingly come not from access to artificial intelligence itself, but from the 

ability to manage it well. 

This represents a significant shift in how law firms should think about technology. 

For many years, technology strategy focused primarily on acquisition. Organizations evaluated 

software, negotiated contracts, implemented new systems, trained employees, and then moved 

on to the next project. Artificial intelligence changes that model because it is no longer a static 

tool. It is a rapidly evolving capability that continuously acquires new features, new integrations, 

and new ways of influencing everyday work. Governance must therefore become equally 

dynamic, ensuring that each meaningful change is evaluated with the same discipline applied 

during the original implementation. 

Another important trend is the growing integration of artificial intelligence into software that 

organizations already use every day. 

In the future, firms will spend less time deciding whether to adopt AI and more time determining 

how AI features embedded within existing platforms should be governed. Document 

management systems, legal research platforms, accounting software, practice management 

applications, communication tools, email platforms, and client relationship systems are all 

becoming increasingly intelligent. Many organizations will discover that they are adopting new 

AI capabilities not by purchasing new software, but by accepting routine updates to software 

they have relied upon for years. 
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This evolution reinforces the importance of the concept introduced at the beginning of this book: 

AI Exposure. 

Leadership cannot govern only the AI products it intentionally purchases. It must also 

understand how intelligence is being incorporated into the broader technology ecosystem 

already operating throughout the firm. As software becomes more autonomous and more 

deeply interconnected, governance must expand from evaluating individual products to 

understanding how information moves across the organization's entire digital environment. 

The future will also place greater emphasis on transparency. 

Clients will increasingly expect meaningful conversations about AI governance rather than 

simple assurances that policies exist. Professional liability insurers are likely to continue refining 

their underwriting questions as artificial intelligence becomes more common within legal 

practice. Courts and regulators will continue clarifying expectations surrounding competence, 

confidentiality, and professional responsibility. Organizations that maintain clear governance 

documentation and demonstrate continuous oversight will be significantly better positioned to 

respond confidently as these expectations mature. 

Perhaps the most encouraging aspect of this future is that the organizations best prepared for it 

are not necessarily those with the largest budgets or the most sophisticated technology 

departments. 

Strong AI governance is not built upon organizational size. 

It is built upon leadership. 

A solo practitioner who understands AI Exposure, evaluates technology thoughtfully, protects 

confidential information, documents governance decisions, and reviews those decisions 

regularly may be far better prepared than a much larger organization that has invested heavily 

in technology without establishing consistent governance. Throughout this book, we have seen 

repeatedly that governance is less about complexity than consistency. Organizations succeed 

because they make thoughtful decisions repeatedly over time, not because they attempt to 

predict every future development. 

Ultimately, the future of AI governance is not really about artificial intelligence at all. 

It is about leadership during a period of extraordinary technological change. 

Every generation of attorneys has faced innovations that reshaped the profession. Typewriters 

gave way to word processors. Physical libraries gave way to digital research. Paper files 

became electronic records. Email transformed communication. Cloud computing changed 

where work could be performed. Artificial intelligence represents the next chapter in that 

continuing story. 
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The organizations that adapted successfully to those earlier transformations shared one 

characteristic. 

They embraced innovation without abandoning the professional principles that earned their 

clients' trust in the first place. 

That same principle will guide the legal profession through the age of artificial intelligence. 

Technology will continue advancing. 

Client expectations will continue evolving. 

Professional responsibilities will continue enduring. 

Law firms that understand how to balance all three will not simply keep pace with change. 

They will help define the future of the profession itself. 

Key Takeaways 

The future of artificial intelligence will be defined less by the technology itself than by the quality 

of the governance surrounding it. New AI models, intelligent assistants, autonomous agents, 

and increasingly capable business applications will continue transforming legal practice. 

Organizations that have established strong governance principles will be able to evaluate these 

innovations confidently, while those relying on ad hoc decision-making will find themselves 

continually reacting to change. 

The most successful law firms will not necessarily be the first to adopt every new technology. 

They will be the firms that consistently evaluate innovation through the lens of professional 

responsibility, confidentiality, client trust, and long-term organizational strategy. Governance 

enables organizations to innovate deliberately rather than impulsively, ensuring that new 

capabilities strengthen the firm without compromising its core values. 

Leadership will remain the defining characteristic of successful AI governance. Technology can 

recommend actions, automate processes, and accelerate legal work, but it cannot replace the 

judgment, accountability, and ethical responsibilities that define the legal profession. As AI 

becomes more capable, the importance of thoughtful leadership will increase rather than 

diminish. 

Perhaps most importantly, AI governance should not be viewed as preparation for a single 

moment in time. It is an organizational capability that enables firms to adapt continuously as 

technology evolves. Law firms that establish this capability today will be better positioned to 

serve clients, respond to changing professional expectations, and confidently navigate whatever 

innovations emerge in the years ahead. 
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Questions for Your Firm 

● Is your governance program designed around today's technology, or is it flexible enough 

to evaluate technologies that do not yet exist? 

● Have you established governance principles that will remain relevant as AI becomes 

more autonomous and deeply integrated into everyday legal practice? 

● Does leadership regularly discuss the long-term strategic implications of artificial 

intelligence, or only immediate operational questions? 

● Could your firm confidently evaluate an AI agent or autonomous workflow using the 

governance framework you have established? 

● Are you preparing your organization merely to respond to technological change, or to 

lead through it? 

 
 

Action Checklist 

□ Review your AI governance framework annually to ensure it remains focused on enduring 

principles rather than specific technologies. 

□ Monitor emerging AI capabilities, including autonomous agents and intelligent workflows, to 

understand how they may influence legal practice. 

□ Continue educating leadership and employees as AI capabilities evolve. 

□ Maintain governance documentation that demonstrates continuous improvement rather than 

one-time compliance. 

□ Periodically evaluate whether your governance framework remains aligned with client 

expectations, professional guidance, and business strategy. 

□ Treat AI governance as a permanent leadership responsibility rather than a completed project. 
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Leadership, Trust, and the Future of AI  

 

 

 

When this book began, we introduced a simple idea. 

Every law firm has AI Exposure. 

The question is not whether artificial intelligence exists within your organization. 

The question is whether you understand it well enough to govern it responsibly. 

Everything that followed has been built upon that foundation. 

We explored how artificial intelligence entered law firms gradually rather than through a single 

implementation project. We examined the emergence of Shadow AI, distinguished governance 

from compliance, developed practical governance frameworks, discussed responsible 

technology evaluation, explored confidentiality and professional responsibility, examined 

employee education, prepared for client due diligence, and demonstrated how governance 

should be documented and maintained over time. 

Taken individually, each of these topics addresses a different aspect of AI governance. 

Taken together, they describe something much larger. 

They describe an organizational capability. 

Successful AI governance is not created by writing a policy, approving software, or completing a 

client questionnaire. It is created when leadership establishes a culture in which thoughtful 

decision-making, continuous learning, professional responsibility, and responsible innovation 

become part of the way the firm operates every day. 

That culture cannot be purchased. 

It cannot be delegated entirely to technology departments. 

And it cannot be achieved through documentation alone. 

It is built gradually through consistent leadership and a commitment to governing artificial 

intelligence with the same care, discipline, and professionalism that attorneys already apply to 

every other aspect of legal practice. 

The pace of technological change will almost certainly continue accelerating. 



 

107 
 

Artificial intelligence will become more capable. 

Client expectations will continue evolving. 

Courts, regulators, and professional organizations will continue refining their guidance. 

New questions will emerge that none of us can fully anticipate today. 

That uncertainty should not be viewed as a reason for hesitation. 

It should be viewed as the reason governance matters. 

Organizations with strong governance frameworks do not need to predict the future. 

They need only establish principles capable of guiding good decisions as the future unfolds. 

Throughout this book, we have examined AI governance from multiple perspectives: 

understanding AI Exposure, increasing visibility, evaluating new capabilities, establishing 

governance structures, documenting decisions, and continuously improving as technology 

evolves. Together, these concepts form a practical path that enables law firms to embrace 

innovation responsibly while preserving the trust that defines the legal profession.  
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Figure 14.1. The Path from AI Exposure to Client Trust™ 

 

As Figure 14.1 illustrates, responsible AI governance is not achieved through a single policy or 

technology decision. It is a continuous journey that begins with understanding AI Exposure and 

culminates in earning and maintaining client trust. Every stage builds upon the previous one, 

transforming governance from a reactive compliance exercise into an enduring organizational 

capability that protects clients, supports attorneys, and strengthens the firm.  

In many respects, this has never been a book about artificial intelligence. 

It has been a book about leadership. 

The legal profession has always been built upon trust. 

Clients trust attorneys with their most sensitive information, their most significant business 

decisions, and some of the most difficult moments of their lives. Artificial intelligence may 

change how legal services are delivered, but it does not change the responsibility to preserve 

that trust. If anything, it makes thoughtful leadership even more important. 

Law firms that embrace AI without governance will struggle to keep pace with changing 

expectations. 

Law firms that reject AI altogether may eventually find themselves at a competitive 

disadvantage. 

The firms that will define the next generation of legal practice will be those that understand 

these are not the only two choices. 

They will adopt innovation thoughtfully. 

They will govern it responsibly. 

They will continue learning as technology evolves. 

And they will never lose sight of the professional principles that earned their clients' confidence 

in the first place. 

Artificial intelligence will continue shaping the future of law. 

Good governance will determine who is prepared for it. 
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Final Thoughts 
 

 

AI governance is not a destination. 

It is a commitment. 

A commitment to responsible leadership. 

A commitment to continuous improvement. 

A commitment to protecting client trust while embracing innovation. 

Those commitments will outlast every software platform, every AI model, and every 

technological trend discussed throughout this book. That is precisely why they matter. 

The central challenge for law firms is not simply deciding whether to use artificial intelligence. AI 
is already entering legal work through research platforms, productivity tools, document systems, 
client communications, and the everyday software attorneys rely on. The real challenge is 
whether firms can understand that exposure, make informed decisions, establish appropriate 
safeguards, and demonstrate that those decisions are being maintained over time. 

Effective AI governance does not require firms to predict every technological development or 
eliminate every possible risk. It requires a practical operating discipline: identify where AI exists, 
evaluate important capabilities, approve responsible uses, document key decisions, 
communicate expectations, monitor change, and improve the program as experience grows. 

The firms that approach AI this way will be better prepared to protect confidential information, 
respond to clients and insurers, adapt to evolving professional expectations, and adopt valuable 
new capabilities with confidence. They will not need to choose between innovation and 
responsibility. Good governance allows them to pursue both. 

The goal is not perfect control. 

The goal is informed, consistent, and defensible decision-making. 

That is how law firms turn AI governance from a one-time policy exercise into a lasting 
organizational capability. 



 

110 
 

Glossary of AI Governance Terms  
 
 
 
 

A 
 

AI Capability 

A specific business function or activity enabled by artificial intelligence. An AI capability may 
include document drafting, legal research, contract review, document summarization, client 
communication assistance, data analysis, or other defined uses of AI within an organization. 
Governance should focus on evaluating meaningful AI capabilities rather than documenting 
every individual interaction with an AI system. 

AI Compliance 

The process of establishing, maintaining, and demonstrating that an organization's use of 
artificial intelligence aligns with applicable laws, regulations, ethical obligations, client 
requirements, internal policies, and organizational governance standards. 

AI Compliance Management 

The ongoing operational process of maintaining an organization's AI governance program 
through policies, approvals, monitoring, employee education, attestations, documentation, and 
periodic review. Unlike one-time compliance projects, AI compliance management recognizes 
that governance is a continuous business function requiring ongoing oversight. 

AI Exposure 

The ways in which an organization's information, systems, or business processes interact with 
artificial intelligence. AI Exposure extends beyond simply identifying AI tools and considers 
where confidential information, client data, internal knowledge, or business decisions may be 
processed by AI technologies. 

AI Governance 

The system of policies, responsibilities, oversight, processes, and controls established to ensure 
artificial intelligence is used responsibly, consistently, securely, and in accordance with 
organizational objectives and professional obligations. 

AI Inventory 

A documented inventory of the artificial intelligence capabilities, systems, models, services, and 
related configurations used throughout an organization. An effective AI inventory serves as the 
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foundation for governance by identifying what AI is being used, where it is used, who is 
responsible for it, and its approval status.  

AI Model 

The underlying machine learning system that performs AI functions such as generating text, 
analyzing information, recognizing images, or making predictions. Examples include large 
language models and other specialized AI systems. 

AI Policy 

A formal document establishing the organization's expectations, responsibilities, approved 
practices, prohibited activities, and governance requirements relating to the use of artificial 
intelligence. 

AI Risk Assessment 

A structured evaluation of the potential legal, ethical, operational, cybersecurity, confidentiality, 
and business risks associated with a proposed AI capability or implementation. 

Approved AI Capability 

An AI-enabled business capability that has been formally evaluated and authorized for 
organizational use based on established governance criteria. Approval applies to the defined 
capability rather than unrestricted use of every feature an AI product may provide. 

Approved AI Capabilities & Configurations Registry 

The authoritative organizational record documenting approved AI capabilities, approved 
configurations, ownership, review history, restrictions, and governance decisions. The registry 
serves as the central reference for determining which AI capabilities are authorized for 
organizational use, under what approved configurations they may be used, and the governance 
decisions supporting those approvals.  

Approved Configuration 

The specific settings, security controls, approved AI models, integrations, data handling 
practices, retention settings, and operational requirements under which an AI capability has 
been approved for organizational use. Governance should evaluate both the capability itself and 
the configuration under which it is used. 

Approved AI Tool 

An AI software application or service that has been evaluated and approved for organizational 
use. In this book, the broader concept of an Approved AI Capability is preferred because 
governance should address not only the tool itself but also the specific capabilities and 
approved configurations under which it may be used. 
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Audit-Ready 

Maintaining governance records in an organized and current manner so they can be readily 
produced in response to client inquiries, regulatory reviews, insurer requests, litigation support, 
or internal governance needs. 

Audit Trail 

A documented history of governance activities, approvals, policy revisions, reviews, and 
significant decisions demonstrating how an organization's AI governance program has been 
managed over time. 

Attestation 

A formal acknowledgement by an individual confirming compliance with organizational AI 
policies, approved AI capabilities, or other governance requirements. 

 

C 
 

Confidential Information 

Information that an organization considers sensitive or proprietary and that should be protected 
from unauthorized disclosure. Within law firms, confidential information may include client 
communications, legal strategies, work product, financial information, personnel records, and 
other information protected by ethical obligations, contractual agreements, or business 
requirements. AI governance should clearly define what confidential information may and may 
not be shared with approved AI capabilities. 

 

D 
 

Data Classification 

The process of categorizing organizational information according to its sensitivity, confidentiality, 
regulatory requirements, or business value. Common classifications include Public, Internal, 
Confidential, and Restricted. Data classification helps determine whether specific information 
may be processed by particular AI capabilities and under what conditions. 
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F 
 

Foundation Model 

A large, pre-trained artificial intelligence model capable of performing a wide variety of tasks 
with minimal additional training. Foundation models serve as the underlying technology for 
many generative AI applications and may be adapted or configured for specific organizational 
use cases. 
 

G 
 

Generative AI 

A category of artificial intelligence capable of creating new content, including text, images, 
audio, video, software code, and other forms of digital output. Unlike traditional software that 
follows predefined rules, generative AI produces original responses based on patterns learned 
during training. Examples include AI assistants, document drafting tools, image generators, and 
coding assistants. 

Governance Evidence 

The collection of policies, approvals, acknowledgements, attestations, review records, 
monitoring summaries, risk assessments, and supporting documentation that collectively 
demonstrate responsible AI governance. Governance evidence allows an organization to 
substantiate its AI governance program rather than simply asserting that governance activities 
have occurred. 

Governance Once, Enable Many 

A governance principle recognizing that organizations should evaluate and approve meaningful 
AI capabilities and configurations once, allowing employees to confidently use approved 
technologies within established safeguards without requiring repetitive administrative reviews for 
routine AI use. This approach reduces unnecessary administrative burden while maintaining 
appropriate organizational oversight. 

Governance Package 

A structured collection of governance evidence assembled to demonstrate responsible AI 
governance. A governance package may include AI policies, approved AI capabilities and 
configurations, risk assessments, employee acknowledgements, attestations, review records, 
monitoring summaries, and supporting documentation. Governance packages are commonly 
used to respond to client questionnaires, insurer requests, regulatory inquiries, internal audits, 
or due diligence reviews. 
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H 
 

Hallucination 

An AI-generated response that is presented as factual but contains inaccurate, fabricated, 
misleading, or unsupported information. Hallucinations may include nonexistent legal citations, 
incorrect facts, fictional case law, or inaccurate summaries. Organizations should establish 
governance controls requiring appropriate human review before AI-generated content is relied 
upon for business or legal purposes. 

Human Oversight 

The process of ensuring that qualified individuals review, validate, supervise, or approve AI-
assisted activities when appropriate. Human oversight helps reduce the risk of errors, protects 
professional judgment, and reinforces organizational accountability for decisions involving 
artificial intelligence. 

 

L 
 

Large Language Model (LLM) 

A type of artificial intelligence model trained on vast amounts of text to understand and generate 
human language. Large language models power many modern AI assistants and are capable of 
drafting documents, answering questions, summarizing information, writing software code, 
translating languages, and performing numerous other language-based tasks. Examples include 
models developed by OpenAI, Anthropic, Google, Meta, and other AI providers. 

Living AI Governance Program 

An AI governance program that is continuously maintained through policy reviews, approved AI 
capabilities and configurations, employee education, periodic attestations, governance 
monitoring, documented organizational decisions, and regular program improvements. Unlike 
static governance documentation created during an initial implementation, a living AI 
governance program evolves alongside changes in technology, regulations, organizational 
operations, client expectations, and emerging risks. 

The objective is not simply to create governance documents, but to maintain ongoing evidence 
that responsible AI governance remains active, current, and effective over time. 
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M 
 

Meaningful Organizational Decision 

A governance decision that materially affects how artificial intelligence is used within an 
organization. Examples include approving new AI capabilities, establishing AI policies, 
authorizing configurations, determining acceptable uses of confidential information, selecting AI 
vendors, or modifying governance requirements. FrostKey's governance philosophy 
emphasizes documenting meaningful organizational decisions rather than individual employee 
interactions with approved AI systems. 

Model Configuration 

The specific settings, options, permissions, integrations, retention policies, approved models, 
and security controls governing how an AI model is deployed within an organization. 
Governance should evaluate model configurations in addition to the AI capability itself, as 
different configurations may present significantly different risks. 

 

O 
 

Organizational AI Memory 

The accumulated institutional knowledge created through documented governance decisions, 
approved AI capabilities, policies, risk assessments, client questionnaire responses, 
governance evidence, and supporting documentation. Preserving this knowledge enables 
organizations to respond more efficiently to future compliance requests, client questionnaires, 
audits, insurer inquiries, and regulatory reviews while avoiding unnecessary duplication of effort. 

 

P 
 

Personally Identifiable Information (PII) 

Information that can identify, distinguish, or reasonably be linked to a specific individual. 
Examples include names, Social Security numbers, driver's license numbers, financial account 
information, email addresses when associated with an individual, and other identifying data. 
Organizations should establish clear governance regarding whether and under what 
circumstances PII may be processed by approved AI capabilities. 
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Protected Health Information (PHI) 

Individually identifiable health information protected under the Health Insurance Portability and 
Accountability Act (HIPAA). Organizations subject to HIPAA should ensure that any use of AI 
involving PHI complies with applicable legal, regulatory, contractual, and organizational 
requirements. 

Prompt Injection 

A security technique in which malicious or carefully crafted instructions attempt to manipulate an 
AI system into ignoring its intended safeguards or revealing information it should not disclose. 
Organizations should understand prompt injection risks when evaluating AI capabilities that 
access confidential or sensitive organizational information. 

 

R 
 

Responsible AI 

The development, deployment, and use of artificial intelligence in a manner that is lawful, 
ethical, secure, transparent where appropriate, and aligned with an organization's professional 
responsibilities and governance objectives. Responsible AI requires more than good 
intentions—it depends on documented policies, informed oversight, appropriate safeguards, 
ongoing monitoring, and continuous governance. 

 

 

S 
 

Shadow AI 

The use of artificial intelligence tools or capabilities without appropriate organizational 
awareness, approval, or governance. Shadow AI may occur when employees independently 
adopt AI technologies, use unapproved features within approved applications, or process 
organizational information through AI systems outside established policies and governance 
controls. Shadow AI can introduce confidentiality, cybersecurity, regulatory, contractual, and 
operational risks. 

 

T 
 

Third-Party AI Service 
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An artificial intelligence product or capability developed, hosted, or operated by an external 
vendor rather than internally by the organization. Third-party AI services should undergo 
appropriate governance review, vendor due diligence, and ongoing monitoring before being 
approved for organizational use. 

Training and Awareness 

The ongoing process of educating employees about organizational AI policies, approved AI 
capabilities, acceptable use requirements, confidentiality obligations, governance expectations, 
and emerging AI-related risks. Effective training helps employees make informed decisions 
while supporting consistent adoption of responsible AI practices throughout the organization. 

 

U 
 

Unapproved AI Capability 

An AI capability that has not yet been evaluated or authorized for organizational use under 
established governance procedures. An unapproved AI capability is not necessarily prohibited, 
but it should not be used for organizational purposes until an appropriate governance review 
has been completed. 

 

V 
 

Vendor Due Diligence 

The process of evaluating an AI vendor before approving its products or services for 
organizational use. Vendor due diligence may include reviewing security practices, privacy 
commitments, confidentiality protections, regulatory compliance, contractual terms, AI model 
documentation, data retention practices, service reliability, and organizational reputation. 
Appropriate due diligence helps organizations make informed governance decisions before 
adopting new AI capabilities. 

Version Control 

The practice of maintaining documented histories of policy revisions, governance decisions, 
approved AI capabilities, and other governance records over time. Version control provides 
transparency, accountability, and an auditable record of how an organization's AI governance 
program has evolved. 
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The Path Forward 
  

 

Artificial intelligence, legal ethics, cybersecurity, and regulatory expectations continue to evolve. 
While this book provides a practical framework for establishing and maintaining an AI 
governance program, organizations should regularly monitor authoritative sources for new 
guidance, emerging risks, and industry developments. The following resources provide valuable 
information for organizations seeking to strengthen their AI governance programs. 

American Bar Association 

The American Bar Association regularly publishes ethics guidance, educational resources, 
articles, and reports addressing the use of artificial intelligence within the legal profession. 
Attorneys should remain familiar with evolving professional responsibility considerations related 
to AI. 

State Bar Associations 

Many state bar associations have issued ethics opinions, best practices, and practical guidance 
regarding the responsible use of artificial intelligence. Because requirements may differ between 
jurisdictions, organizations should monitor guidance issued by the jurisdictions in which they 
practice. 

National Institute of Standards and Technology (NIST) 

The NIST AI Risk Management Framework (AI RMF) provides a flexible framework for 
identifying, assessing, managing, and governing AI-related risks. Although not specific to law 
firms, it offers valuable guidance for organizations establishing practical AI governance 
programs. 

The NIST Cybersecurity Framework also provides foundational cybersecurity principles that 
complement AI governance initiatives. 

Client Requirements 

Many organizations now receive AI-related questionnaires, security assessments, outside 
counsel guidelines, and contractual requirements from clients. These requests often provide 
valuable insight into evolving client expectations regarding responsible AI governance. 

Cyber Liability and Malpractice Insurance 

Cyber liability insurers and professional liability carriers continue to evaluate how artificial 
intelligence affects organizational risk. Firms should monitor guidance, questionnaires, and 
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underwriting requirements issued by their insurance providers as AI governance expectations 
continue to mature. 

 

AI Vendors 

Organizations should periodically review documentation published by approved AI vendors, 
including privacy policies, security documentation, acceptable use policies, data handling 
practices, retention policies, model updates, and product release notes. Significant changes 
may warrant additional governance review. 

Continuing Education 

Artificial intelligence is developing rapidly. Organizations should encourage ongoing education 
through continuing legal education (CLE) programs, professional conferences, industry 
publications, webinars, and legal technology organizations to remain informed about emerging 
opportunities and evolving governance expectations. 

FrostKey Insights 

FrostKey Insights is dedicated to helping law firms understand and operationalize AI 
governance through practical guidance, implementation resources, regulatory updates, court 
decisions, emerging risks, and best practices. Readers are encouraged to continue building and 
maintaining their AI governance programs by following new educational resources as they 
become available. 

 

No single resource will keep an organization's AI governance program current. Responsible AI 
governance requires ongoing attention to changes in technology, legal requirements, 
professional guidance, client expectations, and organizational operations. Organizations that 
continuously review and refine their governance programs will be better positioned to 
demonstrate responsible AI use as expectations continue to evolve. 

AI governance is not a one-time project. It is an ongoing organizational responsibility that should 
evolve alongside technology, professional obligations, and client expectations.  
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Continue Your AI Governance Journey 
 

 
Congratulations on completing The Law Firm Guide to AI Governance. 

Artificial intelligence will continue to evolve. Effective governance is not about predicting every 

future development—it is about establishing a repeatable process for making sound decisions 

as technology advances.  

To help law firms put the principles presented in this book into practice, FrostKey provides a 

free companion resource designed specifically for implementation. 

The Law Firm AI Governance Implementation Kit 

The Implementation Kit includes practical tools to help your firm begin building and maintaining 

an AI governance program, including: 

● AI Governance Readiness Assessment 

● AI Governance Implementation Checklist 

● AI Capability Review Worksheet 

● AI Governance Policy Framework 

● Annual AI Governance Review Workbook 

These companion resources are updated periodically to reflect emerging AI capabilities, 

evolving professional guidance, and practical governance experience. 

Whether your firm chooses to implement these materials manually or through dedicated 

software, the objective remains the same: 

THE FROSTKEY PRINCIPLE  
Build responsible AI governance that protects your clients, supports your 

attorneys, and earns lasting trust. 

 

Download the free Implementation Kit 
www.GetFrostKey.com/implementation-kit 
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About FrostKey  
 

 

FrostKey is an AI Compliance Management platform that helps law firms establish, manage, 
and maintain practical AI governance programs throughout their lifecycle. 

While many organizations can create an AI policy, maintaining an effective governance program 
over time presents a different challenge. AI technologies evolve rapidly, client expectations 
continue to change, professional guidance expands, and governance records must remain 
current to demonstrate responsible AI use. 

FrostKey helps law firms operationalize AI governance by providing a centralized system for 
managing AI policies, approved AI capabilities and configurations, governance decisions, 
employee education, policy acknowledgements, periodic attestations, compliance monitoring, 
governance reporting, client AI questionnaires, audit-ready governance evidence, and the 
ongoing maintenance of a living AI governance program. 

Rather than treating AI governance as a one-time documentation project, FrostKey supports the 
ongoing management activities necessary to maintain an active and defensible AI governance 
program. 

Additional educational resources, implementation guidance, and product information are 
available at: 

www.GetFrostKey.com 

FrostKey supports innovation while protecting your clients, your organization, and the trust 
placed in your profession. 

The purpose of this book is to help organizations establish practical, sustainable AI governance. 
If FrostKey helps make that process easier, then it has fulfilled the mission for which it was 
created. 



 

 
 

Artificial intelligence is already transforming the 
legal profession.  

The question is no longer whether your firm will 
use AI—it is whether your firm can govern it 
responsibly.  
 

 

AI is changing how law firms research, draft, communicate, and manage client 
information. Yet many law firms are adopting AI faster than they are establishing the 
governance needed to use it responsibly.  

This practical guide introduces a framework for understanding AI Exposure, evaluating 
AI capabilities, establishing governance policies, documenting responsible practices, 
and preparing for client, insurer, and regulatory questions. 

Whether your firm is just beginning its AI journey or refining an existing governance 
program, this guide provides practical concepts, decision frameworks, and 
implementation guidance designed specifically for modern law firms. 

 
Inside this guide you'll learn how to:  

● Understand your firm's AI Exposure. 
● Build an AI governance framework. 
● Evaluate AI models and capabilities. 
● Develop practical AI policies. 
● Protect confidential client information. 
● Prepare for client AI questionnaires. 
● Create audit-ready governance documentation. 
● Establish continuous AI governance. 

 
FrostKey 
 

AI Compliance Management for Law Firms 
 

www.GetFrostKey.com 

 

http://www.getfrostkey.com/

